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Preface

Service Oriented Computing (SOC) is more than just ideas related to those
services: in particular it is a chance of bringing together the business/user domain
and the services domain. The word ’service’ encompasses web services, semantic
web services, grid services and e-services.

The 2nd European Young Researchers Workshop on Service Oriented Com-
puting (YR-SOC 2007) is a 2-day workshop aimed at PhD students, young re-
searchers working in the industry and researchers who have completed their
studies in the last few years. It followed on from the highly successful inaugral
event, hosted by De Montfort University in 2005. YR-SOC 2007 took place at
the University of Leicester, UK, and was organised by Stephen Gorton, Monika
Solanki and Stephan Reiff-Marganiec.

The aim of the workshop is to build a reputable and respectable forum for
young researchers with inputs from industry practitioners. The core objectives
are to exchange information regarding advancements in the state of the art and
practice of SOC, as well as to identify the emerging research topics and define
the future trends in this domain. Contributions cover aspects such as frameworks
for building SOC applications, SOC composition, orchestration and choreogra-
phy, SOC modelling and design, Semantic Web, ontologies, and SOC, and SOC
discovery and selection (although the call was considering further areas).

The programme included invited talks from Mark Little (JBoss, UK), Steve
Ross-Talbot (Pi4d Technologies, UK) and Martin Wirsing (Ludwig-Maximilians-
Universitdt Miinchen, Germany ), plus presentations by Luis Andrade (ATX Soft-
ware, Portugal) and Nicolas Gold (SOSoRNet, UK). The technical programme
included a rich variety of papers from young researchers across Europe, including
Belgium, Germany, Italy and the UK.

The workshop received a total of 24 submissions, which were each reviewed
by at least 3 people from a strong programme committee of international reputa-
tion. The committee decided to accept 16 papers. In addition, 7 poster submis-
sions were received and the PC Chairs elected to accept them all for display at
the workshop. These proceedings include all accepted submissions, which were
updated in light of the reviews given. In addition, the abstracts of the poster
submissions are included.

The workshop was organised with generous sponsorship from the following
organisations:

University of Leicester

ATX Software

SENSORIA

SOSoRNet

De Montfort University (STRL)

June 2007 Stephen Gorton, Monika Solanki and Stephan Reiff-Marganiec



Programme Chairs

Stephen Gorton
Monika Solanki

Preface 11T

(University of Leicester, UK)
(Imperial College, UK)

Stephan Reiff-Marganiec (University of Leicester, UK)

Steering Committee

Barry Norton

(Open University, UK)

Stephan Reiff-Marganiec (University of Leicester, UK)

Monika Solanki

(Imperial College, UK)

Programme Committee

We are extremely grateful to the committee for their reviews of the submissions:

Roberto Bruni
Christoph Bussler
Antonio Cau
Schahram Dustdar
David Edmond
Dieter Fensel
Gianluigi Ferrari
Reiko Heckel
Frank Leymann
Aad van Moorsel
Arun Mukhija
Barry Norton
Mike Papazoglou
Stefan Tai

Emilio Tuosto
Kenneth Turner
Mathias Weske
Hongji Yang

Jian Yang
Gianluigi Zavattaro

(University of Pisa, Italy)
(CISCO Systems Inc., USA)
(De Montfort University, UK)
(Technical University of Vienna, Austria)
(Queensland University of Technology, Australia)
(DERI Innsbruck, Austria)
(University of Pisa, Italy)
(University of Leicester, UK)
(University of Stuttgart, Germany)
(University of Newcastle, UK)
(University College London, UK)

(Open University, UK)

(University of Tilburg, The Netherlands)
(IBM Research, USA)

(University of Leicester, UK)

(University of Stirling, UK)

(University of Potsdam, Germany)

(De Montfort University, UK)
(Macquarie University, Australia)
(University of Bologna, Italy)



v

External Reviewers

In addition to the Programme Committee, we are grateful to the following peo-
ple who also provided reviews:

Vasilio Andrikopoulos
Laura Bocchi

Pin Chen

Sara Corfini
Stefania Galizia
Roberto Guanciale
Andrew Hughes
Peter Kilpatrick
Jacek Kopecky
Benedikt Kratz
Hernan Melgratti
Bart Orriéns
Carlos Pedrinaci
Francois Scharffe
Daniele Strollo
Toan Toma
Zhixian Yan






Table of Contents

Full Papers

Quality Estimation for Streamed of VoIP Services..................... 1
Mousa Al-Akhras, Hussein Zedan

A Novel Approach to Web Services Discovery......................... 7
Marco Comerio

Verification of WS-CDL choreographies .......... ... .. ... .. ... ... 13
Flavio Corradini, Francesco De Angelis, Alberto Polzonetti

Advanced Language Constructs for Developing Intra-organizational
Service Architectures .......... ... 19
Sven De Labey, Eric Steegmans

Service Referrals in BPEL-based Choreographies...................... 25
Gero Decker, Oliver Kopp, Frank Puhlmann

Modelling Compensation with Timed Process Algebra ................. 31
Simon Foster

Service and Protection Level Agreements for Business Processes ........ 38
Ganna Frankova, Artsiom Yautsiukhin

A Model for exploring the Service-oriented Software Engineering
(SOSE) challenges ....... ... i 44
Qing Gu, Patricia Lago

Methodology for a Precise Development Process of Service Oriented
AppPLcations. . . ..o 50
Ldszlo Génczy

Policy-Driven Service DiSCOVEry ... ...ttt 56
Helge Janicke, Monika Solanki

Course Generation as a Web-Service for E-Learning Systems ........... 63
Tianziang Lu, Carsten Ullrich, Babara Grabowski

Automated Web Service Composition in Practice: from Composition
Requirements Specification to Process Run. ......... ... .. . .. .... 69
Annapaola Marconi, Marco Pistore, Paolo Traverso

A Survey of Service Oriented Development Methodologies.............. 75
Ervin Ramollari, Dimitris Dranidis, Anthony James Howard Simons



Verifying Business Process Compatibility ............................ 81
Peter Wong, Jeremy Gibbons

A modified Logic Scoring Preference method for dynamic web service
evaluation and selection........ ... .. .. . 87
Hong Qing Yu, Herndn Molina

Modelling and Analysing an Identity Federation Protocol: Federated
Network Providers Scenario .................o ... 93
Maurice ter Beek, Corrado Moiso, Marinella Petrocchi

Posters

Aspect Oriented Web Service Composition and Choreography Analysis .. 103
Connie Haoying Bao, Nicolas Gold

WS-Engineer: Tool Support for Engineering Web Service Compositions
and Choreography .. ... ... ... i 106
Howard Foster

Reengineering Systems for Multi Channel Access - Systematic
Literature Review Protocol........ .. .. ... .. . .. . . 108
Clive Jefferies, Pearl Brereton

Using Enhanced Causal Paths based on Passive Tracing in Determining
a Web Service Topology . ... ..o 110
Marian Mohr, Nicolas Gold

Typed Abstractions for Client-Service Interactions in OSGi ............ 113
Sven De Labey, Eric Steegmans

A Mapping BPEL4AWS Processes into CSP ........................... 115
Tuvshintur Tserendorj

Inference Security Threats in Service-Based Systems................... 117
Philip Woodall, Pearl Brereton



Full Papers






76 Ervin Ramollari et al.

lacking. Related work mainly treats service-oriented methodologies from a gen-
eral point of view without referring to specific proposed ones. Arsanjani from
IBM [2] broadly classifies SOA approaches under six categories: business pro-
cess driven, tool-based MDA, wrap legacy, componentize legacy, data-driven, and
message-driven. Papazoglou et al [3] provide a research roadmap, where among
other things, they briefly explore the state of the art and some grand challenges
in service oriented engineering. Zimmermann et al [4] discuss about analysis and
design techniques for service-oriented development and integration, with IBM
SOMA method as an example.

This paper goes into more depth by surveying actual approaches and method-
ologies. The characteristics and criteria that are used for comparison are dis-
cussed first, and then the actual methodologies are presented and compared
using these characteristics.

2 Characteristics of SOA Development Methodologies

Below we present the criteria that we use to evaluate and compare SOA devel-
opment approaches:

Delivery strategy: There exist three common strategies in delivering a SOA,
depending on the amount of front-end analysis of the business domain and the
treatment of existing legacy systems [12]. The top-down strategy is closely tied
to an organizations’ existing business logic, from which required services are
derived. The bottom-up strategy is the opposite in that it focuses on legacy
systems, and Web services are built on an as-needed basis. The meet-in-the-
middle (agile) strategy finds a balance between incorporating service-oriented
design principles into business analysis environments without having to wait
before integrating Web services technologies into technical environments [12].
Lifecycle coverage: Some proposed approaches aim to support the full SOA
lifecycle, including planning, analysis and design, construction, testing, deploy-
ment, and governance activities, while others limit their scope to a subset of
these phases, such as analysis and design.

Degree of prescription: SOA methodologies range from the most prescriptive
ones that specify phases, disciplines, tasks, and deliverables for each of them,
while others provide less detail, by purpose or not, leaving room for more flexi-
bility and tailoring of the approach depending on the project context.
Availability: A number of methodologies proposed by industry players such as
IBM, Sun, Microsoft, and others, are proprietary and the detailed specifications
are not openly available. In contrast to open methodologies whose documenta-
tion is available to the interested public, for the proprietary methodologies it is
difficult to fully analyze their capabilities and to make comparisons.

Process agility: A number of methodologies suggest an agile approach to Ser-
vice Oriented development in order to address risks and add flexibility to change.
Yet, some others follow a more rigid approach in the process lifecycle, or do not
address the issue of agility at all.
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Adoption of existing processes/techniques/notation: A large number of
SOA methodologies propose reusing proven existing processes like XP and RUP,
and techniques like OOAD, CBD, and BPM, seeing service-oriented development
as an evolutionary rather than revolutionary step in software engineering. Also
standardized notations, such as UML and BPMN, are being adopted to visually
model various artefacts.

Industrial application: It is important that a methodology be validated in
proof-of-concept case studies to show that it has practical applicability and to
refine it based on feedback from the case studies. Unfortunately, most of the
existing SOA methodologies are at an early stage and have not been applied yet
in industrial projects.

Supported role(s): A service-oriented methodology may support the provider
view, the consumer view, or both the provider and consumer views in an in-
tegrated framework. In the consumer’s view, development is declarative and
business process oriented through service composition, while in the provider’s
view it is programmatic and component oriented.

3 Analysis of Existing Methodologies

IBM Service-Oriented Analysis and Design (SOAD) [5]: SOAD proposes
elements that should be part of a service-oriented analysis and design methodol-
ogy, hence it is an abstract famework rather than a holistic methodology. SOAD
builds upon existing, proven techniques, such as OOAD, CBD, and BPM. It
also introduces SOA-specific techniques, such as service conceptualisation, ser-
vice categorization and aggregation, policies and aspects, meet-in-the-middle
process, semantic brokering, and service harvesting.

IBM Service Oriented Modeling and Architecture (SOMA) [6] SOMA
is a full-blown modeling methodology by IBM consisting of three steps: identi-
fication, specification, and realization of services, flows (business processes), and
components realizing services. The process is highly iterative and incremental.
However, because SOMA is proprietary to IBM, its full specification is not avail-
able. It has been recently announced that the Rational Unified Process has been
combined with SOMA to result in what is called IBM RUP for SOMA [15].
SOA Repeatable Quality (RQ) [7]: SOA RQ is a proprietary methodology
by Sun Microsystems that is based on a RUP-like iterative and incremental pro-
cess consisting of five phases: inception, elaboration, construction, transition,
and conception. UML compliant artefacts are used for documenting various de-
liverables of these phases.

CBDI-SAE Process [8]: The CBDI Forum is currently developing a SOA
methodology as part of its CBDI-SAE SOA Reference Framework (RF). The
four key discipline areas of the process are: consume, provide, manage, and en-
able. Each area groups similar disciplines that are further broken down to process
units and then to tasks. This methodology aims business-IT integration through
top-down analysis of business requirements as well as bottom-up legacy sys-
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tem integration. The CBDI-SAE process aims to cover the whole SOA lifecycle,
including deployment, monitoring, and governance activities.
Service Oriented Architecture Framework (SOAF) [9]: SOAF consists of
five main phases: information elicitation, service identification, service definition,
service realization, and roadmap and planning. It is concurrently based on two
types of modeling activities: “To-be” modeling, which is the top-down business
oriented approach describing the required business processes, and “As-is” mod-
eling, which is the bottom-up approach describing current business processes as
they are shaped by the existing applications.
Service Oriented Unified Process (SOUP) [10]: As the name suggests, this
approach by K. Mittal is primarily based on the Rational Unified Process. Its life-
cycle consists of six phases: incept, define, design, construct, deploy, and support.
However, SOUP lacks detailed documentation and leaves room for adaptation.
It is used in two slightly different variations: one adopting RUP for initial SOA
projects and the other adopting a mix of RUP and XP for the maintenance of
existing SOA rollouts.
Methodology by [11]: In their paper, Papazoglou et al examine a service
development methodology from the point of view of both providers and con-
sumers, which attempts to cover the full SOA lifecycle. It is partly based on
well-established development models, such as the RUP, CBD, and BPM. The
methodology utilizes an iterative and incremental process that comprises one
preparatory and eight distinct main phases.
Thomas Erl’s [12]: The service oriented analysis and design methodology doc-
umented in Thomas Erl’s book [16] is considered the first vendor-agnostic one
to be published . This methodology is a step by step guide through the two
main phases: analysis and design. The activities in the analysis phase take a
top-down business view where service candidates are identified. These serve as
input for the next phase, service oriented design, where the service candidates
are specified in detail and later realized as Web services.
BPMN to BPEL [13]: In this approach the business process is expressed in
an abstract model (Business Process Modeling Notation or BPMN) and accord-
ing to transformation rules it is automatically mapped to an execution language
(Business Process Execution Language or BPEL) that can be executed by a
process engine. The authors in [13] coined the term business process oriented
programming to refer to an evolutionary step in software engineering where pro-
gramming power is given to the business analyst.
Steve Jones’ Service Architectures [14]: The scope of this top-down method-
ology consists of the first steps in a project necessary to ensure that true SOA
properties are satisfied in the final delivery. It is technology agnostic and takes a
top-down business view reaching up to the point of service candidate discovery
(i.e. identification). The methodology adopts a broadly four-step process (What,
Who, Why, and How), of which the first three are covered in preparation for the
fourth step.

Comparison of the listed methodologies according to the identified charac-
teristics is summarized in the table below.
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IBM SOAD IBM SOMA [SOA RQ CBDI-SAE SOAF
Delivery strategy |M M M M M
Lifecycle coverage |A&D A&D complete complete A&D and planning next

phases

Prescriptive 1 4 3 4 3
Proprietary yes yes yes no no
Agile n/a 3 4 2 2
Existing process no RUP (recently) [RUP ? no
Existing techniques| OOAD, BPM [? ? ? no
UML yes ? yes ? ?
Applied in industry |yes extensively extensively not yet a case study
Consumer view yes yes yes yes yes
Provider view yes yes yes yes yes

SOUP Papaz. Erl’s BPMN to BPEL Jones’ SA
Delivery strategy |M M T T T
Lifecycle coverage |complete complete A&D A& D and Impl. Initial planning
Prescriptive 1 2 4 2 1
Proprietary no no no no no
Agile 5 3 1 n/a n/a
Existing process RUP, XP RUP no no no
Existing techniques|no CBD, BPM BPM BPM no
UML no no no no no
Applied in industry [not yet not yet not yet not yet not yet
Consumer view yes yes yes yes yes
Provider view yes yes yes no no

Table 1. Comparison of SOA development methodologies. (A relative quantitative
scale 1-5 is used for some criteria. Also, M = Meet-in-the-Middle, T = Top-Down, B
= Bottom-Up, and ? = No Data)

4 Conclusions

In this paper we presented a state of the art survey of the current service oriented
engineering approaches and methodologies. One interesting point is that current
SOA methodologies build upon existing, proven techniques, such as OOAD, EA|
and BPM. Also, agile processes like XP and RUP are being employed successfully
in SOA projects. However, the service paradigm introduces unique requirements
that should be addressed by innovative techniques. Another interesting point is
that most of the surveyed SOA methodologies propose the meet-in-the middle
strategy, where both business requirements and existing legacy applications are
taken into account to derive services. Although top-down analysis of the business
domain produces services of high quality and long-term value, reality constraints
require existing investment on IT infrastructure to be incorporated as well.

Generally, the service oriented development methodologies that have emerged
are quite new and do not yet offer the required level of maturity. It is too early to
determine whether any one of these methodologies is more appropriate than the
others, or even to consider unifying some of them into a widely acceptable stan-
dard, as has been the case with the Rational Unified Process and the UML for
object orientation. Therefore, we could say that this is a time of “methods war”
for service oriented engineering that will eventually result in well-established and
standardized methodologies.
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Verifying Business Process Compatibility

Peter Y. H. Wong and Jeremy Gibbons

Computing Laboratory, University of Oxford, United Kingdom
{peter.wong, jeremy.gibbons}@comlab.ox.ac.uk

Abstract. Business Process Modelling Notation (BPMN), developed by
the Business Process Management Initiative (BPMI), intends to bridge
the gap between business process design and implementation. In this
paper we describe a process-algebraic approach to verifying process in-
teractions for business collaboration described in BPMN. We first de-
scribe briefly a process semantics for BPMN in Communicating Sequen-
tial Processes; we then use a simple example of business collaboration to
demonstrate how our semantic model may be used to verify compatibility
between business participants in a collaboration.

1 Introduction

Modelling of business processes and workflows is an important area in software
engineering. Business Process Modelling Notation (BPMN) allows developers to
take a process-oriented approach to modelling of systems. There are currently
around forty implementations of the notation, but the notation specification
adopted by the Object Management Group (OMG) [9] does not have a formal
behavioural semantics, which we believe is crucial in behavioural specification
and verification activities.

In our previous work [12] we have given a process semantics to a subset
of BPMN in the language of CSP [10]. In this paper we show how this se-
mantics allows formal reasoning about business-to-business collaboration where
there are multiple business processes under consideration. Consider, for instance,
the simple example of an airline ticket reservation shown in Figure 1. The fig-
ure depicts the message flows between two participants, the traveller and the
travel agent, which are independent business processes and may be assumed to
have constructed separately during the development process. Clearly a neces-
sary behavioural property for a successful collaboration is compatibility between
the participants: the assumptions each makes about their interaction are mu-
tually consistent. For example, from the traveller participant’s perspective the
behaviour of interest is the ability to cancel an itinerary by sending a message
to the travel agent participant prior making her ticket reservation, while from
the travel agent participant’s perspective such sequence of tasks might not be
allowed. By applying our semantic model, this property can be verified or dis-
proved automatically.

In the remaining sections we describe briefly our semantic model and revisit
the example to show how the semantics may be used to verify compatibility be-
tween collaboration participants and how such a property can also be specified
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Fig. 1. A business collaboration of an airline ticket reservation.

in BPMN. We conclude this paper with a comparison with related work. A more
detail description of the example can be found in our longer paper [13]. The
formal definition of our semantic model may be found in our earlier papers [12].

2 Syntax and Semantics of BPMN

States in our subset of BPMN can either be pools, tasks, subprocesses, multiple
instances or control gateways; they are linked by sequence, exception or message
flows; sequence flows can be either incoming to or outgoing from a state and
have associated guards; an exception flow from a state represents an occurrence
of error within the state. Message flows represent unidirectional communication
between states of different pools where each pool forms a container for some
business processes.

We use Z [14] to define the BPMN’s abstract syntax and semantic func-
tion, following Bolton and Davies’ work on UML activity graphs [2]. In the
remaining section we summarize our syntactic description and semantic model
of BPMN, full details can be found in our earlier paper [12]. Our semantics
permits automatic translation, requiring no user interaction. According to the
specification [3], each BPMN state type has associated attributes describing its
properties and our syntactic definition has included some of these attributes. For
example, we define each type of state with the free type Type, a partial definition
of which is given by :

Type ::= agate | start | end((N)) | task{{ Task)) | miseq({( Task x N))
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Note the number of loops of a sequence multiple instance state type is recorded
by the integer in the constructor function miseq. We describe each state by
recording its content type and its sets of transitions and message flows.

Each BPMN diagram encapsulated by a pool represents an individual busi-
ness participant in a collaboration, built up from a well-configured finite set of
well-formed states [12]. While we associate each BPMN diagram with its diagram
name, a business collaboration hence is built up from a finite set of names, each
associate with its BPMN diagram and we associate each business collaboration
with its collaboration name.

We define a semantic function which takes a syntactic description of a BPMN
collaboration diagram, identified by its collaboration name and returns the CSP
process that models the behaviour of that diagram. That is, the function takes
one or more pool states, each encapsulating a separate BPMN diagram repre-
senting an individual participant within a business collaboration, identified by its
collaboration and returns a parallel composition of processes each corresponding
to an individual participant. We may apply our semantic function to transform
the syntax of the diagram shown in Figure 1 mechanically into a parallel com-
position of processes, each corresponding to a business participant. We denote
the processes corresponding to the traveller and the travel agent participants
by the names Tr and Ag respectively. We define set I to index the processes
corresponding to the states of the traveller participant.

1 = { start, order, change, zs, cancel, reserve, end, abort }

We use channels init.a to denote transitions to states of participant e and starts.a
to denote initiation of its tasks or subprocesses. We write msg.t.z to denote
communication of message z during task or subprocess ¢. We use compound
events fin.i and abt.i where i ranges over N to denote successful termination and
abortion of the business process. The process Tr mechanically obtained by the
translation we have described above is as follows:

Tr=let X =034:(aY \{fin.1,abt.1}) e (i — X O fin.1 — Skip O abt.1 — Stop)
Y =(||i:IeaP(i)o P(i))
within (Y [[aY )| X) \ {init]}
where for each i in I, the process P(i) is as defined below. We use N, ranging
over N, to denote the number of instances of the task change, as specified by the

second argument to constructor function miseq. We write a@Q to denote the set
of possible events performed by process Q.

P(start) = nit.tr.order — Skip § fin.1 — Skip

P(order) = (init.tr.order — Skip g
starts.tr.order — Skip § msg.orderlx : {in, last } — Skip §
msg.order.out — Skip §
init.tr.mchange — Skip § P(order)) O fin.1 — Skip

P(zs) = (init.tr.xs — Skip § (init.tr.cancel — Skip O init.tr.reserve — Skip) §
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P(zs.3)) O fin.1 — Skip

P(cancel) = (init.tr.cancel — Skip §
starts.tr.cancel — msg.cancellz : {in, last } — Skip g
msg.cancel.out — Skip § init.tr.abort — Skip §
P(cancelit)) O fin.1 — Skip

P(abort) = (init.tr.abort — Skip § abt.tr.1 — Stop) O fin.1 — Skip

P(reserve) = (init.tr.reserve — Skip § starts.tr.reserve — Skip §
msg.reservelz : { in, last } — Skip § msg.reserve.out — Skip §
init.tr.end — Skip § P(reserve)) O fin.1 — Skip

P(end) = init.tr.end — Skip § fin.1 — Skip

P(change) =
let A(i)=1>0&
(init.tr.change — Skip g
starts.tr.change — Skip § msg.changelz : { in, last } — Skip g
msg.change.out — Skip §
wnit.tr.aesl — Skip § A(i — 1)) O init.tr.os — Skip
X (n) = (init.tr.mchange — Skip O inst.tr.zs1 — Skip) g
(n > 0 & (init.tr.change — (msg.change.in — X (n — 1)
O msg.change.last — init.tr.xzsl — init.tr.xs — Skip))
O n =1 & (init.tr.change — msg.change.last —
init.tr.azsl — init.tr.xs — Skip)
O n = N & msg.change.end — init.tr.xs — Skip)
within
((A(N) |[{ msg.change.in, msg.change.last, init.tr.xs } || X(N)) 3
P(change)) O fin.tr.1 — Skip

The process Ag can be defined similarly using the semantic function. Their col-
laboration hence is the parallel composition of processes Tr and Ag.

Collab = (Tr [[aTr || aAg]| Ag) \ {msg[}

3 Verifying Compatibility

The CSP behaviour models traces (7), stable failures (F) and failures-divergences
(NV) admit refinement orderings based upon reverse containment [10]. This means
that a CSP process can be a specification as well as a model of an implementa-
tion; hence it is possible to design and compare specifications using BPMN. To
check if the traveller participant is compatible with the travel agent participant
we use the stable failures refinement to compare Spec with Collab where Spec
is the CSP process corresponding to the traveller participant without message
flows, which can be derived mechanically:

Spec Cx (Collab \ (aCollab \ a.Spec)) (1)
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We have chosen F to reason about our semantics of BPMN since 7 allows the
deadlock process Stop as a refinement all specifications, which is inadequate,
while divergences can be avoided via syntactic restriction. This refinement checks
whether the collaboration behaves as specified by the traveller participant; in or-
der for this to happen the travel agent needs to be compatible with the traveller
participant. We have specifically defined our semantics to allow refinement as-
sertions such as this one to be automatically checked by a model checker like
FDR [5]. In this particular example we find that refinement assertion (1) does
not hold; this means the participants in the collaboration described in Figure 1
are not compatible. When we ask FDR to verify assertion (1), the following
counterexample in the form of a failure [10] is given, where X denotes the set of
all event names.

((starts.tr.order, starts.tr.cancel), X))

This counterexample tells us that a deadlock has occurred while the traveller is
cancelling her itinerary. There are two ways to correct this collaboration, either
by changing the traveller’s or the travel agent’s internal process description. We
have chosen the latter; a compatible collaboration with an abstracted view of the
traveller and a modified travel agent participant is shown in Figure 2. Note the
change in the travel agent participant allowing the task state Cancel Itinerary
to be triggered before the subprocess state Receive Reservation.

Traveller

;
v
M Receive Order

Receive Reservation

..

Travel Agent

Fig. 2. A BPMN diagram describing a compatible business collaboration of an airline
ticket reservation.

By applying our semantic function to the syntax of this diagram we obtain the
following parallel composition of processes, each corresponding to a participant.

Collab2 = (Tr [ aTr || «Ag2] Ag2) \ Msg

To check for compatibility we ask FDR, to verify the refinement assertion (2).
This time, the verification is successful.

Spec CF (Collab2 \ (acottan2 \aSpec)) (2)
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4 Related Work

To the best of our knowledge, no work has been done towards the compatibility
verification of business collaborations described in a graphical modelling notation
like BPMN; other approaches have mainly focused on the compatibility prob-
lem of web services choreographies described by XML-based languages such as
WS-BPEL [1, 6], WSCI [11, 4] and WSCDL [8, 7]. While they focus on compati-
bility at the implementation level, we have moved it forward to the design level,
allowing collaboration to be verified and agreed upon before implementation.
While our earlier work [12] described the application of a process semantics and
refinement in verifying consistency between BPMN diagrams each with a dif-
ferent level of abstraction, our modelling approach in compatibility verification
described in this paper utilizes the extended semantics described in the extended
version of our earlier paper to verify collaboration compatibility between BPMN
diagrams participating in a business collaboration.
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Abstract. The Logic Scoring Preference (LSP) method extends existing scoring
techniques and provides a means for the development of complex criterion
functions using continuous preference logic. It has been successfully used to
evaluate hardware system, software system and websites. However, the current
LSP method is not sufficient to help evaluating and selecting web services in
the context of dynamic service composition. This area depends not only on
static service functional and non-functional requirements (which are
traditionally considered in LSP applications), but also on run-time context such
as business policies and pre/succeeding service instances in workflow patterns.
Thus, we propose a modified LSP method to target the problem of dynamic
web service evaluation and selection.

1 Introduction

Web services technology is widely used by industry today. With increasing number of
web services available, there is in general more than one service to fulfill a given task.
Consequently, the biggest challenge is to choose the most appropriate service which
satisfies not only functional requirements but also non-functional, context related
requirements, such as policies, the business’ target market, QoS (Quality of Service)
and existing system workflow patterns.

In this paper, we propose a modified Logic Scoring Preference (LSP) [1] method to
achieve dynamic web service evaluation and selection. The remaining content is
structured as follows. We conclude the introduction with a motivating example. The
simple introduction of LSP method is described in section 2. Our modified LSP
method is introduced in section 3. A worked evaluation example and related work
comparing are shown in section 4. Section 5 concludes the paper and highlights
further work.

1.1 Motivating Example

Considering a scenario (shown in Fig. 1), where a business organization needs a
payment service to complete an online product selling business process, some context
aspects should be considered. Firstly, the market aspect, the target customers might be
at home or traveling. In the case that they are traveling, the customers could make use
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of several devices, such as a laptop, PDA, landline, desktop or mobile phone.
Secondly, the workflow aspect requires that the protocols of the payment service are
suitable for integrating to existing online selling service. Thirdly, the QoS aspects,
such as security must be high; performance rate should be reasonable and privacy
should be respected. Fourthly, the policies include that customers are supposed to
understand one language out of English, Spanish and French. Moreover, the service
provider must be located in Europe and a lower transaction fee is better. Finally,
being able to accept more types of bank card such as Visa, MasterCard, Solo and
Switch is preferable. There are four services available which can functionally fulfill
the payment task shown in Fig. 1. Now the question is which one is the most suitable
for use.

Service 1:

service 2 Performance: 0.8

Devices: laptop, mobile, PDA
Privacy: high Cost 1%

Bank cards Master, Visa, Switch
Language: English Security: high
Protocol Suitable location Gew

Ea|

servicel Payrnen

Payrnen
Servicd context ?
storing server Q

Organization context ‘\.‘.
sBryar . -

Criteria
generation server Service(lookup

L

2

(4

Payment service 3 | Payment service 4

Service 2

Performance: 0.5 Protocof Suitable
Deviceas: laptop, mobile, landline
Privacy: low Cost 2%

Bank cards Master, visa, Solo
Language: Spanish, English, French
Security low Jocation: Spain /

—£0)
7
—&

Service 3 Service 4
Performance 0.9 Protocol not sui Performance: 0.9 Protocof Suitable
Deavices: laptop, mobile, PDA Devices: laptop, mobile, desktop, PDA
Privacy: high Cost 1% Privacy: low Cost 5%

e E;{r‘\f‘elr?\ﬂigx‘ag:‘;mctum) Bank cards Master, Visa Bank cards Master, Visa
Language English, French Language: Spanish, English, French
Security: high focation: U5 Security high focation: UK 7

N
%

Fig. 1: Motivating Example

2 The LSP method

LSP is a quantitative method based on scoring techniques and a continuous preference
logic [2]. Basically, the method allows establishing an evaluation criterion by specifying the
expected properties of a system. To each one of these properties a criterion function is assigned.
These functions transform specific domain values to a normalized scale indicating the degree of
satisfaction of the corresponding preference. Then, all preference values can be properly
grouped using a stepwise aggregation structure to yield a global preference. This can
be achieved by means of a preference aggregation function, called generalized
conjunction/disjunction or andor, combining weighted power means to obtain the
global preference ¢, as in:

e =Wy +..awel } W+ W, =1 (1)

Where the power r can be suitably selected to obtain desired logical properties (see
[3, 2] for further details). The LSP decision method has been applied in the evaluation
and selection of hardware and software systems [3, 1], as well as in the evaluation and
comparison of web applications [4]. The strong drawback of these applications is that
they require the participation of human expert interactions, which is not suitable for
working in a dynamic environment as we discussed before.
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3 The modified LSP method (MLSPM)

3.1 Context model

The first step of our method is to model the dynamic context environment and gather
useful information such as preference elements and their values from a well defined
model (Context model). Defining a context model actually is an analysis process that
needs to understand the purposes, scales, background information and the activity
rules, etc. It is very difficult to build a unified model which includes all aspects and
their attributes. In this work, we use a context model which is just an expression
model for showing how our dynamic method works for our web service evaluation
and selection purpose (see Fig. A.1 in appendix A).

In this paper, we are not going to illustrate the detailed techniques of context
reasoning and mining addressed in the “inContext” project [5]. However, we assume
the model is implemented by XML technology and a well defined mediator can be
used to resolve mismatches between different terminologies (data level).

3.2 Specification of Type-based Unified evaluation methods

We can design different evaluation metrics based on the given context model types.
For example device elements may be described as value=*computer, PDA”,
type="“string set overlap”. In our current work, we have identified four different
evaluation functions to capture the variety of types. The four functions are: “exact
match” (equation 3), “set overlap” (equation 4), “level match” (equation 5) and
“specific value” (equation 6).

Typical usage is linked to the data type of the context aspect: if the context aspect
can be expressed by a Boolean, then exact match would be used; considering sets of
information, set overlap is useful; level match is useful for ordered discrete values
(such as low, medium and high); and finally specific value allows for complex
functions that calculate a numerical value (e.g. for distance functions). Because of the
link to the data type, it can be automatically determined which function should be
used. In addition, the weight @ < 0expresses the lower value is desired or o > 0means
higher value is respect. Thus the global preferences evaluation function is changed
from equation (1) to (2).

eo = (|o|E] +|w,|E; +...+|o, |E )V with 0< E <1, Z":|w,.|:1 @)
=)

The respective formulas to compute values for these functions (E1 to En) are as
follows:

E=[1 if criterion is met
_ @)
0 otherwise
E=(e,+e,+..+e, )/ n With e, being a score for each element of the set 4)

1
E= Z where i is the number of levels and i, is the current level match  (5)



90 Hong Qing Yu and Hernan Molina

(6)
vV i %
(L] otherwise
Vmax ™ Vmin

Vmin being the minimum value for all services, Ymax the maximum value andv

the value for the current service in (6). For the motivating example, we match
evaluation functions to each preference as in Table A.1 (see Appendix A).

3.3 Global aggregation

We need a global preference aggregation function L(g,(«, ),.. g,(a, ))to calculate all
aspects of preferences. The function itself must reflect specific requirements and logic
conditions, such as simultaneity, replaceability and others [2]. The function g is one of
the individual evaluation methods which were discussed in the previous section. We
use the conjunctive partial absorption function as global aggregation structure (see
Fig. 2) [3]. We separate preferences into a critical group ( 27, ) and a desired group
(EPD,- ). The critical group presents all mandatory requirements; the desired group
takes all the other preferences.

CWAI CWB/ with CWA/ +..+ CWA[Z 0.5
EP¢ : ; DWi, + .. + DW= 1
! el 7 Civs and DWs = 0.5
‘ ' CWs = CWa ... CWs = CWa
(DWAI)/Z y where DAC is D-+..A.. GEO
EP°
j ——»
(DWa)12

Fig. 2: The structure of the conjunctive partial absorption aggregation function

Behaviors of the conjunctive partial absorption function are such that the global
preference value (denoted by GP) will be 0 when any of the critical preferences are
not satisfied, in which case the service will be discarded. On the other hand, a web
service that satisfies all critical preferences will be valuated to a non-zero value, from
which the degree of satisfaction of the desired preferences can raise or reduce the
final global preference. The first function (denoted by a circle named DAC) is
dynamically selected by an automated calculate method (ACM) to reflect dynamic
preferences. The second function (denoted by a circle named CA) is always there to
achieve the desired absorption behaviors.

We design an automated calculate method (ACM) to find a logic correctness GCD
(Generalized Conjunction/disjunction) function based on Continuous Logic [6] for the
desired preferences without considering critical preferences. Thus, Fig. 2 shows that

Ln f(x)=x",When , < o andx = 0 ,thenan error occurs, we use 0 to express it.
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all weights of desired preference sum up to 1. The logic meaning can be reflected by
meaningful weights. We consider the value of the weightw,; belongs to a

set 4, 4e(0,1). Then we have an ordered set W = (0, @,) andw, > ... > w, . Based

on the meaning of or-ness in OWA decision making method [7], we can get the
following function:

orness

n-1
= le (n - i)|a’,-| o, isthe ; place inset V (7
n—14a

Where V is reordered set of W, and the reorder algorithm firstly is to find the same

@,.,...00,,;Which have the same value of @,in the new set in front of

thew,_,... @, . The rest of the refreshed set repeats second step until the last element

that has not been reordered before. For example, if W = {0.2, 0.2, 0.15, 0.15, 0.1, 0.1,
0.1}, then, V = {0.2, 0.15, 0.1, 0.15, 0.1, 0.1, 0.2} the value A presents the degree of

the “or-ness” by equation (7) calculated. The mapping table between the value A and
the GCD operators is given in Table A.2 of Appendix A.

4 Worked example and related work

Applying our method to the motivating example, we can consider that the devices
preference (0.25), performance rate (0.5), privacy (0.01), cost (-0.04) and bank cards
(0.2) requirements are desired preferences. Communication protocol (0.1), security
(0.2), location (0.1) and language (0.1) are critical preferences. First we calculate the
““or-ness” position based on equation (7).

A= % (0.5x4+0.25%x3+0.20x2+0.04) =0.7985

Comparing to the appendix A, the result shows D-+ is a suitable GCD function to
be selected (power r = 3). According to equation function (2), we got following values
for the four competitive services:

e, =0.201(S1), ¢, =0.126 (S2), ¢, = 0.181(S3) and ¢, =0.276 (S4)

The next stage is to use the conjunctive partial absorption aggregation function to
determine which service is best to use. We take all critical evaluation values and
output values from last step of each service into the CA operator (power r = -0.72),
and then we get the final evaluation values by using function (2) again:
e, = 0333 ,e,=0,¢;, =0 and ¢, = 0.493 the returned ranked list is {S4,S1}.

Comparing to related work [8] and [9], our method has 5 outstanding advantages.
(1) MLSPM combines evaluation and selection activities together contrast to [8] and
[9] which only address selection issues. (2) MLSPM can deal with all types of
preferences such as String and Boolean. However, the other works only focused on
numbering type. (3) Our method is more dynamic and easier. (4) The context model
we defined covers more evaluation aspects, such as policy rules, workflow
requirements beyond QoS. (5) The key feature of LSP method is considering the logic
relations between preferences rather than just simply using weight mechanism.
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5 Conclusion and future work

In this paper we outlined a modified LSP method that allows us to dynamically
evaluate and select the most suitable web services considering large number of
available services, changing contexts and run-time service requests in a timely and
efficient manner. In addition, we gave an example scenario in which our LSP method
was well applied.

Future work will cover the definition of the meanings of weights used in this paper
from the perspective of user preferences, context mining and reasoning techniques
since their outcomes will be the inputs for web service evaluation and selection.
Additionally, implementation issues of the modified LSP method, as well as related
mechanisms will be addressed.
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Fig. A.1 context model

Desired preferences | Evaluation methods | Critical preferences | Evaluation methods

Performance rate (6) Protocol 3)

Devices (4) Security (3)

Privacy (5) Location 3)

Cost (6) Language 4)

Bank cards (4)

Table A.1: Assigned evaluation methods to example

Value of y GCD Operator symbols Operation
v <0.3333 GEO Geometric mean
0.3333< y < 0.3750 C- Weak QC
0.3750 < y <0.4375 | C- Weak QC (-)
0.4375 < y < 0.5000 A Arithmetic mean
0.5000 < y < 0.5625 D-- Weak QD (-)
0.5625 < y <0.6232 SQU Square mean
0.6232 < y < 0.6250 D- Weak QD
0.6250 < y D-+ Weak QD (+)

Table A.2: The range of selection GCD operators [3]
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Abstract. We continue our work on modelling and analysing security
issues of an identity federation protocol for convergent networks. This
protocol was proposed by Telecom Italia as a solution to allow end users
access to services on the web through different access networks, with-
out explicitly providing any credentials, while the service providers can
trust the user’s identity information provided by the access networks and
access some user data. As an intermediate step towards a full-blown for-
mal security analysis of this protocol, we specify one specific user scenario
in the process algebra Crypto-CCS and verify its vulnerability w.r.t. a
man-in-the-middle attack with the model checker PaMoChSA.

1 Introduction

We continue work initiated in [1] by formally specifying one specific user scenario
of the identity federation protocol for convergent networks introduced in [2] and
by analysing the possibility of a man-in-the-middle attack. We use Crypto-CCS,
a CCS-like process algebra with cryptographic primitives [3,4], in combination
with the Partial Model Checking Security Analyser PaMoChSA [5] developed
by the Security group of IIT-CNR.

The protocol proposed in [2] permits end users to access services through dif-
ferent access networks (e.g. mobile and fixed ones), without explicitly providing
any credentials, while the application level can trust the identity and authentica-
tion information provided by the access networks. As a result, service providers
(SPs) identify a user by using the authentication procedure performed by the
network provider. After identity federation, a single sign-on suffices for a user to
access all services belonging to the same “circle of trust” of SPs while keeping
personal data private. This is an advantage over introducing (and remembering)
one’s credentials time and again. The protocol may thus grant users anonymous
access to services and at the same time allow the application level to limit access
to authorised users. Moreover, without knowing who the user is, SPs can still
obtain her/his location or age or charge her/his account.

In Section 2 we sketch our scenario. We then describe our analysis approach in
Section 3, after which we formally specify our user scenario in Section 4. A small
security analysis is presented in Section 5. Section 6 contains our conclusions.

* This work has been partially funded by the EU project SENSORIA (IST-2005-016004).
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2 The Case of Federated Network Providers

The protocol of [2] uses a token injector mechanism to translate the identity and
authentication information provided by a secure access network to the Internet
application level (of a lower security level). The token injector thus plays the
identity provider role described in the Liberty Alliance specifications [6].

We consider a user scenario with two network operators, a Mobile Operator
MO and a Fixed Operator FO, both of which have implemented the token injec-
tor mechanism and have established a trusted relation with a SP, for instance a
travel site. The user is a customer of both operators, has an active registration
on the travel site and has already federated her/his account on the travel site
with her/his profile on each of the operators (i.e. two federations have been ac-
tivated: one between the SP and the MO accounts and one between the SP and
the FO accounts). During the process of federation, the token injector generates
an opaque-id (or pseudonym) for the user and sends it to the SP. This opaque-id
is then stored on the repositories associated to the token injector and to the
SP and it is exchanged in all communication between the operators and the SP,
so as to identify the user in a secure way. Consequently, the user can access
the travel site by mobile phone (GPRS) or by PC (ADSL) without introducing
credentials. Instead, the network authentication is forwarded to the travel site,
which identifies the user. Even though the SP does not know the user’s mobile
phone number, the opaque-id enables it to use the operators service (as SMS
gateway) to nevertheless exchange or request information about the user. The
architecture of this federated network providers scenario is sketched in Figure 1.

User™:
Federated WL: xyz
Federated MO: abc
reserved flights

Fig. 1. Federated network providers scenario in convergent networks.

3 Modelling and Analysis Approach

We adopt the approach of [4] based on the observation that a protocol under
analysis can be described as an open system in which some component has an
unspecified behaviour (not fixed in advance). One then assumes that, regardless
of this behaviour, the system works properly (i.e. satisfies a certain property).
In our scenario, one can imagine a hostile adversary trying to achieve some kind
of advantage w.r.t. the honest participants. Such an adversary is added to the
specification of the protocol in the next section as a component with a behaviour
defined only implicitly by the semantics of the specification language.
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We assume the adversary to act in Dolev-Yao fashion [7] by using a set of
message manipulating rules that model cryptographic functions. A message en-
crypted with the public key of one of the participants cannot be decrypted by
anyone but the person who knows the corresponding private key. As is com-
mon, we adopt a black-box view of cryptography by assuming all cryptographic
primitives involved in the network protocol to be perfect. To analyse whether a
system works properly, at a certain point the adversary’s knowledge is checked
against a security property. If the intruder has come to know information it was
not supposed to know, then the analysis has thus revealed an attack w.r.t. that
property, i.e. a sequence of actions of the adversary that invalidates the property.

First, we fix some notation related to the security primitives we deal with.
Sending message msg from sender A to receiver B over the ith communication
channel ¢; is denoted by ¢; A — B : msg. We use the following security primitives:

ki, pk[l public and private key of agent i

{,}pkzl message signed by agent 1

{“}pk message encrypted by public key of agent 1
{}kEY message encrypted by symmetric key KEY
n’ nonce related to j generated by i

J

A nonce is a parameter that varies with time, e.g. a special marker intended
to prevent the unauthorised replay or reproduction of a message.

A model defined in Crypto-CCS consists of a set of sequential agents able
to communicate by exchanging messages. Inference systems model the possible
operations on messages and therefore consist of a set of rules of the form r =
mlT(')m", with premises myq,...,m, and conclusion mg. An instance of the
application of rule r to closed messages my, ..., m, is denoted my - - - my, F, my.

The control part of the language consists of compound systems and its terms

are generated by the grammar (only constructs used below are presented):

S:=85 S |A compound systems
A=0|pA|[mi--m, b, x]4; 44 sequential agents
p:=clm|clx prefix constructs

where mq,...,m,, m are closed messages or variables, x is a variable and c is a

channel. Informally, the Crypto-CCS semantics used below are:

— c!m: a message m sent over channel c;

— c?x: a message m received over channel ¢ which replaces variable x;

— 0: a process that does nothing;

— p.A: a process that can perform an action p and then behave as A;

— [my---my, 2] A; Ay (the inference construct): if (by applying an instance
of rule r with premises my,...,m,) a message m can be inferred, then the
process behaves as A (where m replaces x), otherwise it behaves as A;.

— 51 || So: the parallel composition of S; and S, i.e. Sy || Se performs an
action if either S; or S does. It may perform a synchronisation or internal
action, denoted by 7, whenever S7 and S; can perform two complementary
send and receive actions over the same channel.
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The language is completely parameteric w.r.t. the inference system used. The
inference system that is used below to model our scenario is shown in Figure 2.

- )(P(W") T kal z KEY

Pair(xy ; {z} (enc)
Y {QZ} k_1 (szgn) KEY

Pairém, Y) (

151 M (dec)
. {z},-1 Py
Pair(r.y) (gng) — —— g (ver) 7 (check)

Fig. 2. Inference system for the federated network providers scenario.

User Mobile Fixed Service
Client Operator Operator Provider
V) (MO) (FO) (SP)

1. Request of registration+federation

2. Search repository for| Local elaborations
token associated to U

YES 3. Token
found?
token and A
goto step 6 NO

4. a. Verify authentication of Client on basis of IP addr
b. IdP/TI generates token (opaque-id)

5. Send token

Store token

‘ 6. IdP/TI creates SAML Assertion with <AuthnStatemenl%

[ 1 [ ]
7. c. SAML Assertion may also contain <AttributeStatement>
d. IdP/TI inserts SAML Assertion in SAML <Response>

[T
[ "Inject" SAML <Response> ]

in the Request

8. HTTP Request (POST) http://www.SP.com/registerTravel.jsp + SAML <Response

‘ 9. SP receives, in SAML <Response>, also the token
[T [T
10. Case 1. SP needs no further info and the U
directly accesses the service (step 15)
10. Case 2. SP needs specific profile info from the service
which must be provided by the U, via a "form"

11. HTTP Response (200-OK,"form")

e - o ___

12. U fills in the "form" M

13. HTTP Request (POST)

‘ 14. SP stores the received ir%

15. HTTP Response (200-OK,access.jsp) u

Fig. 3. Message sequence chart of federated network providers.

e _____
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Rule (pair) builds the pair of two messages x and y. Rules (1st) and (2nd)
return the components of a pair. Rule (sign) digitally signs a message = by
applying the secret key pk, L of agent y. Rule (ver) verifies a digital signature
{.’E}pky—l by applying the public key pk, of signer y. Rule (enc) encrypts a message
x by épplying the symmetric key KEY. Rule (dec) decrypts a message {x}kpy
by applying the symmetric key KEY. Finally, rule (check) performs checks on
the correctness of authentication statements and on the freshness of nonces.

4 Specification of Federated Network Providers Scenario

The federated network providers scenario that we formalise involves a user U, a
service provider SP and two federated network providers: a fixed operator FO
and a mobile operator MO. Our starting point is when U initiates the process of
federated registration with SP through MO. From [2] we inherit the assumption
that all communication between FO and MO is secure: we consider them to
share a secret key KEYp)y;. The process is lined out in detail in Figure 3.

SAML (8] is an XML standard to exchange information on authentication
and authorisation data between security domains intended to implement mech-
anisms for single sign-ons. A SAML assertion declares a subject authenticated
by a particular means at a particular time. For our purposes, it contains a field
Subj with the token idy identifying U, a field Awuth Stat with an authentication
statement asserting that U was authenticated (and the mechanism by which
s/he was), and a field Attr Stat = (attrlist, n14") with a list of attributes of U
related to her/his service accesses and a nonce to avoid replay attacks.

To avoid dealing twice with the same process of token generation, we propose
a formalisation that slightly enriches the procedure presented in [2,6]: as soon
as one of the two network providers receives a request from U, it searches its
repository for a token already associated to U. If this token is found, then it is
retrieved and the procedure continues as in the federated registration scenario.
Otherwise it is generated and immediately sent to the other federated network
provider, where it is stored for subsequent interactions between U and SP:

co U— MO : r

cur MO w— FO : {’idu, U}KEYFM

c1 MOw SP: {r,SAML assertion} -1
MO

c2 SP—U : {ok/ko}, -
sp

Next we specify this federated network providers scenario in Crypto-CCS.
This specification is more expressive than the one in standard notation given
above, because all operations and security checks on the various messages are
explicitly modelled. Each process is parameterised by the terms or variables it
has in its knowledge (from the beginning or because it received them earlier).
Uo(r) = colr.ca?@ign. send request, receive signature,

[Zsign KsP Fver Tace).0 verify signature and stop
SPy(0) = ¢1 7@, .SP1(zy,) receive SAML assertion + request and goto next state
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SP1(zm) = [Tm  k1ap Foer Tp) verify signature,
[Zp F2nd Tenc] extract encryption,
[Tene KEYFgee Tdec decrypt,
[Zdec 15t Tpair] extract pair: token + Auth Stat,
[ dec Fond "En{]dl’] extract nonce,
[ pair F 15t Tidy] extract token,
[T pair F2nd T autn] extract Auth Stat,
[% quth Fcheck T auth] test correctness Auth Stat,
[%gﬁp F check xnzydp] test freshness nonce,
[Zid, Tpir Epair (Zidy,s J:,,Lgm)] build pair to store,
csl(a:idy,xngzp) store token + nonce pair,
[access k:g; Fsign Zsign) prepare signature to
C2!ﬁrsign.0 grant access and stop

MOO(O,n]‘,j[O, idy, KEYFpy) = co?,. receive request and
MO (2,00 idy, KEYFur) goto next state

MOy (2, MO idy, KEYry) = [idy Ut pair (idy, U)) create pair,
[(idUa U) KEYFM Fenc {(ZdUa U)}KEYFM] encrypt pa”’,
e (idy, U)} kEY - send token to FO,
[idy  authbper (idy, auth)] create pair,
[(idy, auth) nMO & u ((idy, auth), n¥9)] create pair,
[((idy, auth),n}19)  KEY tene {((idy, auth),n}°)} kpy] encrypt pair,
[z, {((idy, auth),nM)} kpy Fpair (2, {((idy, auth),n?9)} kpy)] create pair,
(2, {((idy, auth), nMO) Y kpy) ko Fsign Tsign] sign pair,
1T gign-0 send SAML assertion + request and stop

FOo(KEYpn) = cmr?Zene receive encryption,
[Zene KEYrumFdee Tdec) retrieve decryption,
cs! gec.0 store token + identity pair and stop

For the sake of readability, we did not fully spell out the digital signatures (i.e. we
just applied the private key to the message to be signed). Moreover, we assumed a
direct communication channel between SP and U in order to grant/deny access,
while in reality all communication passes through IdP. The whole process is
described by Up(r) || MOo(0,n¥0 idy, KEYrum) || FOo(KEYrum) || SPo(0).

5 Verification of a Security Property

As an intermediate step towards a full-blown security analysis of the protocol,
we verified the vulnerability of our federated network providers scenario w.r.t. a
man-in-the-middle attack. Such an attack is an adversary’s attempt to intercept
and modify messages between two trusted participants, in such a way that nei-
ther participant is able to find out that their communication channel has been
compromised. We used model checking to verify whether the specification of the
insecure channel between MO and SP can withstand such an attack. In [1] we
already verified that the insecure channel between IdP and SP can.

The analysis boils down to verifying the following property: whenever SP con-
cludes the protocol apparently with MO, it was indeed MO that executed it. To
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this aim, we introduced two special actions in the specification: commit(SP,MO)
and run(MO,SP). The former represents the fact that SP has indeed terminated
the protocol with MO, while the latter represents the fact that MO indeed
started communicating with SP. We then translated the property into requiring
run(MO,SP) to always precede commit(SP,MO). We did the same to test for pos-
sible misbehaviour or interceptions of communications between MO and FO, by
introducing the actions commit(FO,MO) and run(MO,FO) in the specification.

We used the model checker PaMoChSA v1.0 [5] to verify this. We considered
an adversary X and set its initial knowledge to the set of public messages that
it knows at the start of the protocol, i.e. the public keys of MO, FO and SP
and its own public and private key denoted by pkx and pk;(l. With as input the
specification, the logic formula (commit(SP,MO) AND (NOT run(MO,SP))) OR
(commit(FO,MO) AND (NOT run(MO,FO))) and the intruder’s initial knowledge
{ka,pk;(l,pkMo, pkro, pksp}, the result of the analysis was No attack found.

To verify the logic formula specified above, the tool set out to find a run of the
protocol with the following characteristic: At the end of the run, the adversary ei-
ther knows message commit(SP,MO), but it does not know message run(MO,SP)
(i.e. SP is convinced to have finished talking with MO, while in reality MO has
never started talking with SP), or it knows message commit(FO,MO), but it
does not know message run(MO,FO) (i.e. FO is convinced to have finished talk-
ing with MO, while in reality MO has never started talking with FO). Since
the tool did not find such a run we conclude that, at the conceptual level, the
network protocol is correct w.r.t. the analysed security property.

6 Conclusion

The result of the security analysis presented above, together with the one pre-
sented in [1], strengthens our confidence in the formal specifications of the sce-
narios presented in these two papers. In particular, it leads us to believe that we
correctly inserted digital signatures, encryption and nonces into the protocol.

References

1. ter Beek, M.H., Moiso, C., Petrocchi, M.: Towards Security Analyses of an Identity
Federation Protocol for Web Services in Convergent Networks. In: Proc. AICT 07,
IEEE Computer Society (2007)

2. Bonifati, M., De Lutiis, P., Moiso, C., Morello, E., Sarchi, L.: Identity Federation
for Services in Convergent Networks. In: Proc. ICIN’06. (2006) 109-114

3. Focardi, R., Martinelli, F.: A uniform approach for the definition of security prop-
erties. In: Proc. FM’99. Volume 1708 of LNCS., Springer (1999) 794-813

4. Martinelli, F.: Analysis of security protocols as open systems. Theoretical Computer

Science 290(1) (2003) 1057-1106

IIT-CNR: Partial Model Checking Security Analyzer PaMoChSA v1.0 (2007)

T. Wason et al.: Liberty ID-FF Architecture Overview v1.2 (2005)

Dolev, D., Yao, A.: On the Security of Public Key Protocols. IEEE Transactions

on Information Theory 29(2) (1983) 198-208

8. OASIS Security Services: Security Assertion Markup Language SAML v2.0 (2005)

Now



