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Plan of thetalk

# WAN programming: A short overview

#® Declarative programming model: Hypergraphs
s Hypergraphs and Ambient calculus

# Programming QoS: Qlaim
s Qo0S & Hypergraphs: reasoning on optimal routing

# Hypergraphs and UML specifications

e

Cryptographic protocols: clP and PL
® The Mihda environment




& Wide Area Networ k Programming | ssues

Absence of centralised control
Administrative domains

Interoperability

“Mobility” (of resources and computation)
Network Awareness

Service Level Agreement

Security

© o o o o o o 0




# Web Services: A programming metaphor

# Applications access services that must be
s Published
s Searched
s Binded

#® Services are
s “Autonomous’
s Independent (local choices, independently built)
» Mobile/stationary
s “Interconnected”
#® Security issues: hostile environment




WAN Foundations

m-calculus [MPW92] (very basic wrt WAN)

2
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Klaim [DFP98,

DFPVOO,

BLPO2]

Ambient [CGO0O]

Djoin [FG96

Dr [HR98, HROO]

FGL*96]

Seal [VC98]




A Modd for Declarative WAN
Programming
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# Client-Server metaphor is not enough: P2P

e

Mobility and dynamic linking of components

# Adaptability to different devices (e.g. PDA, laptop, mobile
phones...)

# Location awareness
» Applications are location dependent
» Locations have different features
s and allow multiple (security) policies

°

Independently programmed in a distributed environment
# Reasoning on space and time




Hyper graphs Programming model*

# Graphs for distributed systems [CM83]
# Edge replacement for graph rewritings [DM87]

#® Edge replacement/distributed constraint solving
problem [MR96]

# Graphs grammars for software architecture styles [HIMOO]

# Synchronised Hyperedge Replacement (SHR) with mobility for
name passing calculi [HMO1]




Hyper graphs Programming model®

We aim at tackling new non-functional computational phenomena
of systems using SHR.
The metaphor is

» “WAN systems as Hypergraphs”
# “WAN computations as SHR”
In other words:

# Components are represented by hyperedges
Systems are bunches of (connected) hyperedges

o
# Computing means to rewrite hyperedge...
#® ..according to a synchronisation policy
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Y G = nil | vy.G
L:3, Ly, z ), .
| - L(@) | GG
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Syntactic Judgement I'F G, fn(G)CT
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v,y vz (L(y,z,2)|M(y, 2))




Hyperedges and Hypergraphs Syntax

A hyperedge generalises edges: It connects more than two nodes

Y G = nil | vy.G
L:3, Ly, z ), .
| - L(@) | GG
Tre 3 Ll 2 e
Syntactic Judgement I'F G, fn(G)CT
An example: Ye
N

L:3 M:2 /LKM\
x,vaz(L(y,z,xﬂM(y,z)) Tre oz




Replacement of Hyperedges




Replacement of Hyperedges




Replacement of Hyperedges




Replacement of Hyperedges

°

Edge replacement: local

°

Synchronisation as distributed
constraint solving

o
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Replacement of Hyperedges

® Edge replacement: local

® Synchronisation as distributed
constraint solving

® Node fusion: mobility model
Benefi ts:

® Powerful model of system composition (r, 7-I, fusion)
® LTS for Ambient ...

$ . .and for Klaim
N

and path reservation for Qlaim




Hypergraph Semantics. Productions

xl,...,xnl—L(xl,...,ajn)L>F}—G,
N —’ 70
X

® AC X x Act x N* set of constraints
® 7 : X — X fusion substitution, I.e.

Vo, z; € Xom(z;) = x5 = w(zj) = ;5




Hypergraph Semantics. Transitions
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Hypergraph Semantics. Transitions

LytG—=>T'+¢&

Aly) 1 T ~py =y #£m(y)
P = [W(x)/W(y)]

> n(pA) U (75 p) —y(I') = pG’
(WSﬂ)—y

pA

AU{(z,a,?),(y,a, W)}
T

Iy G >+ G

very=y#aly)  p=mgu{lT e 5] 19 )]}
I =n(pA) U (m;p)—y(I') U= pI")\I"

D [2/,]G LT D)y pr e
(W§P)—y




Hypergraph Semantics. Transitions

F,yFG—%F’FG’

Aly) TVA(y) = (1,()) =y =y#m(y)
U=T"\ (n(A) Um_y(T))
NGOy 1A Uy (D) - v UG

mT—y

I'-vyG

M EGL 2> Tk Gy TiFGE2>ThEGL, TNl =0
A

AN S Py UTY F Gy | G

T U’

F1UF/1|_G1‘G/1




Applying the M odel

Ambient al...|lopena — ..




Ambient

Components

al...|lopena — ...

al- -]

open a

Applying the M odel

[ RS
|
[ _Nag

L open a




Applying the M odel

Ambient al...|lopena — ..
x _ Y
a[. . ] o a o :
Components
<
open a Lopen aF—— ©®
r Y /s y==x
o a o o
_ open a
Productions




Applying the Model: Node Fusion

D
"

I—open a







Applying the Model: Node Fusion

_e—a
/ \ open a

N
open a
/1/ M

I—open a I—open a




Graphs and Ambient

[nil], = xFni
[0[P]], = ¢Fvy(G|n(2), if y£2zA[Pl,=y+G
| M.P], = xF Ly.p(x)
| PPy ], = xF G| Gs, if |[Pll.=2aFG; Ni=1,2
[recX.Plo = [P[™""/x]]o

v
L

‘//7 N
nyr --- %h_l Ly.p, |- | L,.p,

Ambient Graphs < T
O  eer 0
NN
\ 1 h

Theorem | _ ]| is a bijection on ambient graphs




Coordination Productionsfor Ambient

{(z,in a,()),(y,input a,(z))}

z,y = b(z,y) > 1,y, 2 Fb(x, 2)
(tnputl) .
X — Yy €T _
® b o — o ﬁ‘\
m a nput a,z
o
2
v,y Fale,y) S vy Eale,y)
(input?2)
T Y T Y
o a o — o & o

input a,x




Semantic Correspondence

Theorem If P — Q then | P |, % | @ ]. and
0

® either A =10
® orA={(z,7,()}
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Semantic Correspondence

Theorem If P — Q then | P |, % | @ ]. and
0

® either A =10
® orA={(z,7,()}

Theorem If | P |, %>> I' = G is a basic transition, then

® either| P, =TFG
® ordQQ e Proc: P—-Q ANTHG=[Q].
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K laim [DFP98]

# Multiple TS
#® Localities: first class citizens
#® Process migration

= nil
| a.P
| PP
= aQs
::= ... /[ Klaim actions

| eval(P)
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In [BLPO2]

# Coordinators (super processes)

# Dynamic creation of sites

# Gateway connection management

Sites

Qlaim: Gateways
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In [BLPO2]

# Coordinators (super processes)

# Dynamic creation of sites

# Gateway connection management

(2)

Qlaim: Gateways
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Qlaim: Gateways

In [BLPO2]

# Coordinators (super processes)

# Dynamic creation of sites

# Gateway connection management

P = ~P | P | P
voon= @
new (s, P)
login(s, x)

accept(s, x)

logout(s, ~)

disconnect (s, k)

nnnnnn



connection costs

Cost « abstracts characteristics of connections (bandwidth, latency,
distance, access rights ...)
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connection costs

Cost « abstracts characteristics of connections (bandwidth, latency,
distance, access rights ...)

Algebra on costs: c-semiring. For instance

(c1,m1) @ (ca,m2) = (1 + C2, 71 U Ta)

<(31—|—CQ,7T1ﬂ7T2> If co < ¢y and m C 71
1 otherwise

(c1,m1) ® (co, M) = {

ﬂﬂﬂﬂﬂﬂ



Qlaim & Hypergraphs

n

[s:2P] =TH@&p) ([Pl S, @2p) | [] &7 ()0)))

g=1
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Qlaim & Hypergraphs

[s:2P] =TH@&p) ([Pl S, @2p) | [] &7 ()0)))
j=1
¢ ¢
= < nil ], — il
l outt |, = Loutt(p)
\/\ 7Py = Lyp(p)
/Z eval(P)Q@s ], = (v u)(evalZ(P) (u,p) | Sp(u))
B (J W PP, = [PALILPD
R recX.Pl, = [P[™*"/x]]p
Gl ... G
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Qlaim’s Graph semantics. pros & cons

nnnnnn



Qlaim’s Graph semantics. pros & cons

— Many productions (recently reduced :-)

nnnnnn



Qlaim’s Graph semantics. pros & cons

— Many productions (recently reduced :-)
+ Determines the “optimal”’ path (also Qlaim)

nnnnnn



Qlaim’s Graph semantics. pros & cons

— Many productions (recently reduced :-)
+ Determines the “optimal”’ path (also Qlaim)
+ Path reservation

nnnnnn



+

+

+

Qlaim’s Graph semantics. pros & cons

Many productions (recently reduced :-)
Determines the “optimal” path (also Qlaim)
Path reservation

Path routing
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Qlaim’s Graph semantics. pros & cons

— Many productions (recently reduced :-)
Determines the “optimal” path (also Qlaim)

+

+

+

Path reservation

Path routing

Theorem Qlaim remote actions are routed on paths with minimal cost

(wrt the c-semiring operations)

nnnnnn



Hypergraph & Software Design

In [KGKKO02Z] graph transformation is used for modelling
dynamic behaviour of UML specifications.

Formal semantics of computations
— No local rewritings
— Distribution Is not considered

SHR has been applied as a further refinement step in the
software design process.

N AL IAN



Security
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The Dolev-Yao M odel

P e
Y ERNERERREE i
Y v

| ntruder

Knowledge

nnnnnn



The Dolev-Yao M odel

(o1 # Receive and store any
T () transmitted message

' '~ ® Hinder a message
# Decompose messages into

Intruder parts
Knowledge # Forge messages using known
data

o Perfect Encryption Hypothesis
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The Dolev-Yao M odel

(o1 # Receive and store any
T () transmitted message

# Hinder a message
# Decompose messages into

Intruder parts
Knowledge # Forge messages using known
data
o Perfect Encryption Hypothesis
Names n,m,.. A B,S, ..
Keys k k' . AT AT L

M == N| K| MM/| {My

ﬂﬂﬂﬂﬂﬂ



Intruder capabilities:

m € K KX m KXn KXm KX\

ﬁ;Mm(E) KX m,n ( KX {m} ()
K%NNmT;ln (+1) K;Nm;Ln () K X {77;};4\ 77/;@ MO i

Generalising [CJM98] to asymmetric key cryptography

Theorem X IS decidable

nnnnnn



A Calculusof Principals

Some design choices:

# Cryptography & communication (pattern-matching)
# Key-sharing via “name fusion”

# ROle based calculus

# Multi-session facilities

ﬁﬁﬁﬁﬁﬁ



Syntax of clP

Extension of IP [BBTO1]

E,F == nil | a.F | E+F | E|E

a, B == n(d) | out(d)

i o= N | K |dd]| {dy|z|%
1.A — B: {na, A} g+ AS())| out({na, A},+). BEO[ in({?z,72}5-).
2.B — A :{na,nb} s+ in({na, Tu} o-). out({x,nb},+).
3.A— B:{nb}p+ out({u},+)] in({nb}g-)]




cl P Semantics

E S FE
E S FE
— bn(a) N (F) =0

FE; s E; J(k) >m : do ground s.t. do ~ m

(X)[EJUC, X, 8) = ((X)[Ejo]UC,x0, k)

E, out(m) EZ,

~ ~

<(Xz)[Ez] UC?X) /i> — <(Xz>[Ez/ UC,X,KLUm>

C' = join(A;,v,C)  ASX)[E]  inew

<C17X7K’> — <C/7X77/{U{A73}>

ﬁﬁﬁﬁﬁﬁ



PL:. Formalising Security Properties

b i
Va : A.¢
rT@a = 0
a=3 | K Fx ¢
0 | 9NY
) = d | a | z@«

“If B completes a protocol session and

thinks that he has been talking to A,
then A had started a protocol session

VG : Bda: A.(z@0 = a — y@a = )

thinking that she has been talking to B”

ﬁﬁﬁﬁﬁﬁ



Mihda: Co-Algebraic Minimisation of
Automata
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Minimizing History Dependent Automata:

Mihda

# HD-automata for history dependent calculi

# Co-algebraic specification

# Partition Refinement Algorithm based on co-algebraic

specification [FMP02]

o Mihda: Ocaml implementation
Comp. Time | States | Trans. | Min. Time | States | Trans.
Om 0.931s | 211 398 | Om4.193s | 105 197
Om 8.186s | 964 | 1778 | Om 54.690s | 137 253

RRRRRR



Mihda Architecture

[Domination]

I\,, “""‘,a‘ ,
\"\,l ‘,‘-"" ‘,/’
N, R K4
\,l\ “,\‘/ ~/~
; . ,
7 (Automaton) ,~":
4
. Jrome ]
| s/sl /“,“/ :/: ‘/:/
LT #® Adherent to specs
e i .
(Transitions) E o H|gh|y modular
7 N\ N
RN R . .
# Easily extendible

P ) .
\ 74
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Themain step




Themain step

gl
[ J
%
P % BIN x 0 [*/y] R
o e
Tau o
0q3

let bundle hd q =
List.sort compare
(List.filter fun h — (Arrow.source h) = q) (arrows hd))

ﬂﬂﬂﬂﬂﬂ



Themain step

¢

ql

[ J
y
P % BIN x o[*/y] Q2
o e
Tau ©

0q3

X O

List.map h,, bundle

nnnnnn



Themain step

BIN x 620*/

BIN x o[*/y]

____________ ° > @ q2
™ )
.'/ Tau o
.-/ ° Q3
X = ¢
O Tau 63;03

b o

hpi1 = norm(states, {{({, 7, h,(¢),0"50)|lg — ¢ N o € ¥,(¢)})

let red bl = ......

let bl_in = List.filter covered _in bl
In list_diff bl bl_in

nnnnnn



Themain step

BIN x 620*/

"/

Tau 063;03

let an = active_names_bundle (red bundle) in
let remove_In ar = match ar with
| Arrow(_, ,In(_,_)) — not (List. mem (obj ar) an)
|  — falsein
list_diff bundle (List.filter remove_in bundle)

ﬂﬂﬂﬂﬂﬂ



Themain step

BIN x 620*/

"/

Tau 063;03

>n+1(q) = (compute_group (norm bundle)) ; 6.}

nnnnnn



Themain step

BIN x 620*/

"/

Tau 063;03

>n+1(q) = (compute_group (norm bundle)) ; 6.}

Theorem At the end of each iteration ¢ bl ocks corresponds to Ay,

nnnnnn



[ 51-~ Hp-Reducer: service - Konqueror. BID[CIE

Location Edit View Go Bookmarks

Tools Setings Mindow telp

vihda Web | nterface

rEo a0 |

DS SRAL J

ED Loceton: [& np/oraea

.unipi t8080/minda/hhd_teduce_ntml

T i»

£9 |Net Economy 24 - nfomatica. £ |8 3302: Introduct. fware Enginer {9 |

Gon Pt o {9 | Geofry ockvel £, T vy Evane. g Wb Sites Useful 10

Agerts

Qefine Rix,y.z) = x2luh.8

writend §

Qefine 8(x.y.3l = %1y RGuy.z) o y'x.R(xy.2)

Gyt + 70l Sly s

Exanple

this is an example of 3 pHterms defined in . nate that you must specify the start agent
with the write_hd directive.

if you want lsam more about pi calculus grammar click here
define B(x.y,2) = Ry R(xy.2) + YIXR(Y.2)

define R(x.y,2) = X2(W) BXy.W) + y2(w) E(y.%2)

write nd &

define =
Caritalic switch.out) =

talk 7{msg).out'msg Cartalkc switch out) +

switch?f) switch?(s).Card s out)

define
Baseiialkcentre talkcar give switch aler) =
talkcentre Ymsg) talkcarimsg.
Baseftalkcertre talkcar give switch.aler)

*
give?{).give Pis).switchlt switchls.givegive.
IdieBasetalkcentre talkcar,give switch alert)

define
IdleBasetalkcentre talkcar give switch alert) =
alert Hempy) Base falkcentre talkcar give switch alert)

define
Centre{in.tca ta.ga.sa.aatcptp.op.sp.ap) =
in#{msg}tca!msg. Centrefn toa ta,0a.53 23 top tp .gp sp.ap)

-
tau.galip.galsp .oz Hlempty).ap lap Certrelin fcp tp ap sp ap tca ta gasa aa)

o
Browss pi agent fom disk: || o

Cancel < Back j Ned> | Frisn |

ok

state bS50 2
state  b51 3
state  b52 2
state b33 3
state  b34 3
state bS5 3
state  b96 4
state  b97 2
state b398 2
state b33 3
state  b100 2
state.  b107 2
state 102 2
state 103 3
state 104 2
b0 - b11

bl - b3

bl - b10

bl e b4

bl - b18

bl = b15

b1 - k16

b1 > b17

b1 = b13

b1 k> b2&

b2 =3 b21

Cancel < Back i Neod > i Finish i

http://jordie.di.unipi.it:8080/ pweb

\

(D——a
[

< _s




Summing up...

Initial steps toward:

# Declarative approach to WAN programming
s Foundational aspects
s QoS at application level
s Software Architectures (to be developed)

® Web Services
s Secure composition of components
o Coordination mechanism

o Tool development
s Distributed infrastructure
s Proof strategies as programmable coordinators
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