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Introduction

B Security often involves processes which can communicate.
Coinduction and Bisimilarity

B One wants to know if a particular communication is secure,

perhaps in the sense that some data is kept private to certain
©Roy L. Crole, June 2003 individuals, and cannot be revealed to an environment.
. ol

B To do this, it can be useful to have a way of comparing
processes, and describing when they are equivalent.

‘ University of Leicester, UK

B These lectures describe a general theory of equivalence,
illustrate applications of the theory within functional
programming, and briefly survey some papers on security.
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Overview Part |

What's Next?

B We review ordered sets. An order, or “comparison”, can
. B We want to be able to show that program and process
be used to generate equivalences.

expressions are equivalent in some sense.
B We discuss inductively, and coinductively defined sets.

B To do this, we first try to order expressions in a sensible
Such sets arise naturally when defining, and reasoning a Ty P
way.
about, programs and processes. ¥
B Thus we recall the notion of order and the (possibl
B We define proof principles for such sets. P Y

derived) notion of equivalence relation.
B We use the principle of coinduction to validate

B These can often be defined as fixed points.
equivalences, and discuss when this is possible. p
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/ Elementary Order Theory \ / \

B IfS C P then we write A S for the greatest lower bound of S;
dually we write \/S for the least upper bound of S, that is

B Consider (N, <) and its properties.

B Abinary relation ® on a set P is a preorder if it is I <AS = (*es)l <x) VS<ues (es)x<u)
reflexive and transitive; and B Key example: Powerset (P(X),C) of all subsets of X. In P(N),
e ifalso symmetric, then & is an equivalence relation; for example,

e ifalsox R yAy R x = x =Yy, anti-symmetry, then  is a V{{n}In<s5}=J{{n} In<5}={1,...,5}
partial order.
B P is called a complete lattice if joins of all subsets S exist or

B A preordered/partially ordered set or preset/poset is a (equivalently) the meets of all subsets exist. P(X) is a complete

pair (P, ® ) where P is a set and R is a preorder/partial order lattice as all unions exist.

onP.

/ \_ /

/ Fixed Points \ / \

If P is a complete lattice (eg powerset), and ®:P — P is monotone:

B Endofunction @:P — P between presets is monotone just in

B the least pre-fixed point exists:
case it preserves the order: x <y = ®(x) < ®(y).

u(bd:ef/\{xeP | d(x) <x}
m P 2({1,23}) and o(S) ¥ su{2}, then

NB! greatest lower bound

®ismonotone  ®({2})={2} {1} CP({1}) B the greatest post-fixed point exists:

B Ifx e Pthen we call x V¢d:e‘v{X€P|XS¢(X)}

e afixed point for @ if d(x) = x; NB! least upper bound
e apre-fixed point of @ if ®(x) < x; and Note: p® and v @ are both fixed points. Exercise: use the
e apost-fixed point of @ if x < D(x). definitions.
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/ What's Next? \

B Rules “connect” two pieces of data, a hypothesis and
conclusion: eg (2,1),(z,z+2) over Z.

B The smallest set of data such that if any hypothesis is a
datum, then the conclusion is also a datum, is a pervasive
notion in computing. Such sets are said to be inductively

defined; egp =1,2,4,8,16,....

B The greatest set of data such that if any datum is the
conclusion of a rule, then the hypothesis is also a datum, is
also pervasive. Such sets are said to be coinductively
defined; egv =0,1,2,4,8,16,....

- /
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/ Rule Notation \

B Asetofrules R on X is any subset

RC P(X) x X

B We can write finitary rules like this
e abaseruleR = (&,c)

-R
c

e and an inductive rule R = (H,c) = ({ hy,...,h¢},c)

hy hy ... hg
— R

- /
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Examples of (Co)Inductively Defined Sets

Consider R C P(Z) x Z given by 5 and 3Z7. Then

Pr(S) = {n€Z| imVE)FF M9}

= {neZ|n=0v(@zeS)(n=z+1)}
{0}u{z+1|zes}

Thus pdr = Nis least such that ®g(S) C S, andvdr =Zis
greatest such that S C ®g(S), as if m € Z then

m=(m-1)+1le{z+1]|z€Z} CDr(Z)

- /
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/ What's Next? \

B It is useful to have some notation to deal with the
“forward” and “back” tracking of rules.

B Closed sets are ones in which we can always track data
forwards through rules.

B Dense sets are ones in which we can always track data
backwards through rules.

B Recall the Principle of Mathematical Induction ...

B (co)inductive sets have useful reasoning principles
\ which we outline.

4 N

(Co)Inductively Defined Sets

m 1P 2({1,2,3}) and d(S) € sU{2}, then
po = {2} Vo =1{1,2,3}

B Given ®: P(X) — ?(X) monotone,

. the| subset of X inductively defined by @ is p®

»

e the ‘ subset of X coinductively defined by ® is v® ‘

N /
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B The name of R is the function ®g: P(X) — P(X) given by
setting

S/
Pr(S) E {xeX | I ERAS'CS}
Informally: x € ®r(S) if x concludes a rule with hypotheses in S.

Exercise: Check monotone, and that any @ arises as some ®g.

B Given X, and Ron X,

e the ‘ subset of X inductively defined by R is p®g |;

e the ’ subset of X coinductively defined by R is v dg ‘

\_ /

Fix 8 C Ax A. Consider R C P(A) x A given by \
!
& & aRa
a
Then
Pr(S) = {acA| (F)(LA{d}C9)}

{aeA | (Fd€S)(ara)}
Thus p®r = @ and

vig={a| (FacA)(@RapRa1R...)}

\as SC DR(S) <= (Vac ) ((Fa' €9)(ar a)).

/
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/ Closed and Dense Sets \

B Asubset S C X is closed under a set of rules R if it is a pre-fixed
point of ®g, that is

/
{xeX | E%ERAS’QS}(EQJR(S)QS
B Sisclosed underrule & € Rif
HCS=ceS (%)

B Note Sis closed under R just in case it is closed under each
rule in R. Exercise!

B For each h € H, the assumption h € Sis called an inductive

\hypothesis. J
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/I A subset S C X is dense under a set of rules R if it is a \
post-fixed point of ®r. This means

S/
SCOR(S) ¥ {xeX | 3, €eRAS'CS}

B The dense sets for the (previous) rules over Z are

def

Sp = {p,p—1,p—-2,...}
def

Shn = {nn—-1,n-2,...}

Sno & s,u{0}

so € {0}

where p > 1 and n < —1. (Exercise: closed sets?)

- /
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Principle of Induction — Restated

Suppose that | C X is inductively defined by ® or R, and that
@(i) is a predicate oni € I. Then

(Mliel=qi)) < (V% €R) ((Anen@(h)) = ¢(c) )

closed under each rule

HCS=-ceS

We may write statements such as “i € | = (i) can be proved
by induction overiel”.

- /
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What's Next?

B Apparently, we have some “reasoning principles”.

B We show that coinduction gives rise to a “method” for
showing that two processes are, in some sense,
“equivalent”.

B In particular, we will discuss under what circumstances
a coinductive definition gives rise to an equivalence or
even equality.

B We give a small example: We define a model of lazy
streams and show that two expressions are in fact equal.

23
. . def . .
B Question: When is & = v® an equivalence relation? In

such a case, we call a dense set B a bisimulation, and,
rephrasing,

xx=xX <<= xBxX A B isabisimulation
BCD(B)

. . def
B Question: When is = v® a preorder? In such a case,
we call a dense set § a simulation, and

x<xX <= xS8x A S isasimulation
—
SCB(S)

4 N

Principle of Induction

Suppose that | C X is inductively defined, and that S C I.
Then

P(S)CS [S closed]
S=1<=<{ or

Pr(S)CS [S closed under R]

This follows immediately from the definitions. | is the least
prefixed point, that is, least closed set, so | C S.

N /
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Principle of Coinduction

Suppose that C C X is coinductively defined by @ or R. Then

(3S) (xeSASC P(S)) [S dense]
xeC&=1 or

(3S) (x e SAS C DR(9)) [S dense under R]

This follows immediately from the definitions. C is the
greatest postfixed point, that is, greatest dense set, so S C C.

N /
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Coinductive Preorders and Equivalence Relations

B Recal: xe CC X < (3SC X)(x € SAS C ®(S)) where
d
ense

¢ ¥y o for monotone @ P(X) = P(X).

B Suppose X o Exp x Exp is a set of pairs of program or
process expressions. We consider the instance

(x,X") € = C Exp x Exp
< (3 BCExpxExp)((x,X') € BABC d(B))

- /

- /

B Let Eq be the equality relation on Exp. Then 4d=ef vdisa
preorder just in case for each ®, R'C Exp x Exp

o ®(Eq) =Eq

o P(R)oD(R) CP(R oR)

Such @ are called pre-extensional.
B And~®voisan equivalence relation just in case @ is
pre-extensional, and

o O(R)P C O(R)

Such @ are called extensional. If (additionally) = is actually
Eq, then @ is called fully-extensional.
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A Model of Streams

B LetL be the “greatest” setsuch thatL 21+Nx L ...thatis, the
final coalgebra vW for the set endofunctor W(§) =1+ Nx &.

B So L is the (unique, up to bijection) set such that for any
function f:S — 1+ Nx S, there is T with

S 1+NxS
T {idmde?
L L 14NxL

B Key point: L = Wi<,N is the set of all finite and infinite lists
(tuples) of natural numbers, denoted: nil, ny : nil, ny : Nz 2 nil ...

B Consider
O P(LxL) — P(LxL)
where
I =1 =nil
oB)E (1) [ v
@Eht,t)YI=h:tAl'=h:t' At Bt') }

B In fact ® can be constructed algorithmically from W,
with a final coalgebra giving rise to a principle of
coinduction, but that is another story ...

- A/
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B (Informally/curried) define M: (N — N) x L — L by

Mfnil = nil
Mf(h:t) = (fh):(Mft)
Ifn = n:(1f(fn))

H Then
Mf(Ifn)=1f(fn)

if there’s a bisimulation ‘B relating the two operands...

- A/
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B (Informally/curried) define M:L x L — L by

Mlnil = | Onil = nil
Mnill = | O(h:nil) = h:nil
M(h:t)(h':t") h:(M(W:t')t) O(h:h':t) = h:(Ot)
El =0(tl(l))
B Then
M(OI1)(El) =1

if there’s a bisimulation ‘B relating the two operands...

- /
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/ M Informally: the isomorphism maps € 1 to nil € N°, and maps\
(M) eNxN to m:leN+l

B Givenl el and p > 1, write I, € N for the pth element
(projection) if it exists. For example,
(2:5:7:nil)2=5 (5:7:nil)ess (5:7:nil)3 both undefined

W Writel, < I;J for Kleene equality; then

def .
I=I'"=(=1=nil) v (Vp)(lpxlg)
W In fact (Exercise: induction on m € N)

=1 e (I=V =nil) v (Ym>1)(¥1 > p<m)(lp <1}

K P
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KI In fact ® is fully-extensional, ie v = Eq, . \

B Extensionality is routine (Exercise). For
fully-extensional, note Eq, = ®(Eq, ), so Eq, C ®(Eqy),
hence

Eq . Cvo

Note that v C Eq, ifl Bl' =1 =I". The latter holds as
IBl'= (I=1"=nil) v (Ym)(V1 > p<m)(lp <)
provable by induction on m € N.

B Thus| =" provided we can find a bisimulation 38 with

| B 1", and moreover v® = Eq, .

/

4 N
such as
B® ((Mf(Ifn),If(fn) | :N=NneN}
Mf(1fn) B If(fn)
fn:Mf(l1f(fn)) fn:lf(f(fn))
N /

such as

3L {(MOI)(EI),I) [leL}

M@O(h:h:t)(E(h:h:t)) B h:h:t

M(h:Ot)(E(h:h 1)) h:ﬂ’:t
|

h:M(E(h:h :t))(Ot) h:ﬂ’:t
I

h:M(O (K :t))(E(H :t)) h:h':t

\Exercise: what about the other cases?
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Overview Part Il

B We illustrate coinductive equivalences for a small
functional programming language.

B Many of the techniques and ideas which we meet all
arise in foundational work on security.

B The vehicle of a functional language is hopefully
familiar to you.

B We will define contextual equivalence and bisimilarity,
two kinds of equivalence.

- /
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Overview Part Il - Continued

e Inductively define programs 4+ 3, hd(t/(5: 4 : nil)) and
Fn=if n=1thenlelsenx(f(n—1)).

e Inductively define program transitions P ~» P’ such as
Faw'dx(4—1)%(4—1-1)%1~" 24,

e Coinductively define divergence P {}, where this means
P~ Ppas Ppao Pgas Lo

e Coinductively define notions of program equivalences
such asF (x*1x7) ~ F(x*7), and show them all equal.

- /
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/ Types and Expressions \

B The types are (the syntax trees) given inductively by
y:=int | bool o :=y|[o]|]oc—=d
where [0] is a list type, and 0 — ¢’ is a function type.

B The expressions are syntax trees, defined from fixed sets Var of
variables x,y,z,v..., and Fid of function identifiers, F,G,M ...

B IfE is an expression in which x; possibly occurs, where
1<i<n,then

E[E1...Ei...En/X1...Xj...Xn] X+, 2/x,y]=y+2

is the expression where each E; simultaneously replaces each x;.

o
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A Type Assignment System

B We aim to define type assignments of the form

|2 fint],x it intFx+hd(l) @ int X1 i 01,...,Xn . OnFE 1 O
_—_——

v
where an environment " is a finite partial function from
variables to types.

B These are defined parametrically over a set of typed function
identifiers. An identifier type takes the form

01 —>02—03— ... > 03—0

where a > 0 and o is not a function type.

34
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Overview Part Il - Continued

B The former is intuitively appealing, but the latter is
easier to reason about (coinductively).

B Fortunately, they are the same thing (in this setting!).
B We will show this, and give some example applications.

B In more detail, we shall:

N /
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What's Next?

B During the next few slides we specify a functional
language.

H We
e give types and expressions;

e areduction relation (operational semantics); and

e discuss convergence to values (canonical forms) and
divergence of programs.

N /
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E = x variable
| € ceZUB integer or Boolean constant
| EiopEy operator on “integers”
| ilg (type indexed) empty list
| E1:Ez cons for lists
| hd(E) tI(E) head and tail of list
| elist(E) Boolean test for empty list
| F function identifier
| EiE function application
| if E1thenEpelse E3 conditional

- /
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B Anidentifier environment is a finite partial function from

identifiers to types, written

A=F1 1g,...,Fn il

B Given any A, we can inductively define our type assignment
relation ' - E :: o by a set of rules.

B Write Exp, (") for the set of expressions E with type o in
environment I". Write Exp, for Exp,(2).

B A program expression P is an expression with no occurrences
of variables. Call P a program of type 0 if P € Expg;. N.B. P, Q,R
range over Prog u WoEXpg.

\_ /
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rx)=o

1 CST
——— VAR .
r=x:o Freoy

F'FELint THE, & int

I OP ope {+,%,<,...}
F-EiopEz iy

o NIL F-E;:0 THEz 0]

. :: CONS
I Filg =2 [0] ME;:Ez: [0
r-E: [0 MFE:[o] r-E: (o]
.. HD . TL .. ELIST
F-hd(E) : o I tli(E) :: [o] I I elist(E) :: bool

- _/
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Function Declarations \

.

B To define run-time execution, given some A, we first
declare the meanings of function identifiers.

B For example,
IXy=x+y Fx=if x < 1thenlelsex*xF(x—1)
B In general, declare
IX1X2...Xqa = Dy
for each identifier | :: 0 — 02 — 03 — ... — 03 — 0 where

X1::01...Xq - 0aFDy i 0

/
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.

B The evaluation contexts are defined by \

Eu=—|—opP|nop—|hd(—)|tl(—)|elist(—) | —P|if — then Py else P,

B and the reduction relation ~ C s(Exps x Expg) by

P~ P
_ nopm-~>nopm hd(P:P)~P
E[P] ~ E[P]
tI(P:P') ~ P! hd(nil) ~ hd(nil) tl(nil) ~ tl(nil)
elist(P:P') ~ f elist(nil) ~ t

FP1...Pa~~ DF[Pl,...,Pa/Xl,...,Xa}

if t then Py else P, ~» Py if [ then Py else Py ~~ P,

/
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Values \

.

B Infactif P |, then (3V)(P ~*V), where valuesV are
defined as programs in Prog such that

Vi=c|nil|P:P |FP;...P
~——

I<a
B Idea: avalue is a “fully reduced” program.

W Lists are lazy: reduce elements only if extracted by head
or tail.

B Only reduce “identifier applications” if identifier has all
its a arguments. /
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A(F) =1
—— . IDR
F=F
FE1:0p—01 THE I O2
AP
MFE1Ez i 01
FFE1:bool THEz::0 THE3:: O
.. COND
[Fif EythenEselseE3 :: 0
We writeP :: cfor@g+P . o
/ A Small Step Reduction Relation
123~ (x+Y)[2,3/xy]=2+3
- 5
F2 ~ if2<1lthenlelse2xF(2—1)

~ iffthenlelse2+F(2—1)
~ 2xF(2-1)
(Reflexive, transitive closure) ~ ~* 2 o

t4:(2—1):nil) ~

\_

2-1):nil 4

~s  2xif (2—1) <1lthenlelse2%xF((2—1)—1)

)
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/ Convergence and Divergence

~

B Define
def def
P ~~= (3R)(P ~ R) P = (AR)(P ~ R)
B Note that 123 ~+* 5 ». The program converges.

B IfGz=G(z+2) then GO~ G(0+2) ~®. The program
diverges.

B We define, for P,P’ € Prog,
Py
Py

E@P)P P AP )

(VP)(P ~* P = (P' ~))

KI Reduction is deterministic. Exercise: Induction over ~.

)
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B We can show that for P € Prog,

Pisavalue <= P4

B — is trivial. <= by induction on type assignments:
rNFe:o = ((Fr=9AE»)=Eisavalue)

B Then it is immediate that

Py = (BFV)(P ~*V)

N

~




Divergence Coinductively

Pt QT o Pt Pt PT
PopQ1t PopQ1t hd(P) 1 tI(P) 1 elist(P) 1
Pt De[P,Q/xx 1 Pt
- 7PW*FP1...Pa,1 R —
PQT PQ1 if P then Q else Q' 1

Qt Q1

> ~* f

if P then Q else Q' 1 if P then Q else Q' 1 -

49
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Where Now?

B We define formally contextual equivalence.

B Two programs are equivalent, if, when placed in any “larger”
program, the resulting programs both converge.

B It is difficult to establish such equivalences: how do you check
this for all larger programs?

B Problem is circumvented by defining bisimilarity, another
equivalence, which is more tractable . .. but

B which coincides with contextual equivalence.

\I To show this, the trick is to show bisimilarity a congruence...

_/
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Proving Contextual Equality

B We would expect 2+ 3 =1 5. To show this, need to prove
convergence of 2+ 3 in all contexts implies convergence of
5in all contexts.

B We would expect FP =5 Dg[P/v] when Fx = Dg.

B Exercise: Try proving these facts by induction over all
contexts.

B The quantification over all contexts makes establishing
these facts tricky.

B As Nat West Bank would say: there is a better way ...

/
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B We will have

2+3 = 2+3 5 t3:2:nil) P

~ ot
5 5 5 hd Y,
5 a

=
—
=
N
=

50
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B The set T C Prog is coinductively defined by these rules.
B We can show that for all P € Prog,
P

—

Pt

B For example, if Fx = Fx, then FQ 1 provided FO € D for
some dense set D. Can take D & {FO}!

N

~
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Contextual Preorder

FFERE 0 ¥ (E,E)eRC WroExp(T) x Expy(T))

B The contextual preorder
X1:04..,% 20, FE<E' 0o
means: for all “contexts” v :: o C :: 1, and programs P, :: oj,
CEF/XM Y — CEP/MMY

B Contextual equality [ +E =E’ :: 0 is the symmetrization of
the contextual preorder, which is a preorder. If the environment

K is empty, we write P =4 Q.

-

Borrowing from Process Algebra

B In process algebra, two processes are equivalent if any
transition performed by one can be performed by the
other, and the resulting processes are also equivalent.

B We define a concept of “transition” for our functional
language.

B Key Idea: Transitions can indicate what can be observed
of programs P, once “fully evaluated”.

B Any program can perform a transition a if it first
converges (to V) and V can perform a.

N

-

A Transition Relation

B Actions a € Act are given by
az=c|nil|hd|tl]|elist| @P
B and transition relationships

P ZeProgxActx (Progu{T}) by

FPESFPQ ¢S
il .o hd ot
nil — T P:PP—P P:P"—P
/ y _d
poproity sy PP PR

PLt

)
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Results about Convergence and Transitions

B Recall thatP | <«
]

(3V) (P ~~*V). Then

PLE — Py

can be proved by rule induction over transitions; and

n
Py = (Fa)(F)@AV)P-E A P~V -5E)

follows trivially (using also the single inductive rule).

B Each Sisa partial function, by induction on transitions.

-~

Bisimilarity is the set ~ ®\ & where

(Vo,P,Q)(P 5P = Q-5 QAP BQ)
A
OB E((PQ) | (VaPQ)Q-5HQ=P-HPAP Q) )
\

P T+=Q-5T

Exercise: show @ is extensional, and hence that bisimilarity is
an equivalence relation (and similarity is a preorder).

57
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Relating Bisimilarity and Contextual Equivalence

A central theorem is: For allT, E, E’ and o,
FFE<°E' m0«<=TFE<LE' :0
TFEA"E' m0«<=TFE=E':0

We can prove this by showing that

e < isaprecongruence. = follows easily from the definitions,
plus our Results about Convergence and Transitions

e Wo{ (P.Q) | P<sQ }isasimulation. <= follows from the

definitions.
_ J
63
- N
Define
e ('(F(F(_Fip)))v ,(QQ)|PioF:0o50,QaQ }
020 MF((IFP))

Then

LN )

I (F(FI+1P))
1, Ehd(tl (IFP))
L MF(HHL(IFP))

I(F (F(F'P))) ~ F (F'P): I(F (F (F(F'P))))
MF (t(IFP)) ~* Fhd(tl (IF P)) : MF (t*1(IF P))

hd(tl (IF P)) ~ FIPAFACTS = Fhd(tI(IFP))~ F(F'P)

- _/
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Similarity and Bisimilarity

We can define a coinductive notion of similarity,

<Evoe P(LH(Exps x EXp))

(¢}

®: P4 (Expg x Expg)) — P(H(Expg x EXpg))

where
VP -5HP = Q-5 QAP SQ
o) E{((PQ) | Vv }

PHT=Q-5T

N

-

Open Similarity and Bisimilarity

B Suppose given R C Wg(Expy x Expg).
B Wewrite " -E ®° E’:gjust in case
(VP € Expg) (@ EIP/X) R E'[F/X:0)
where the types o are those appearingin .
B Call these relationships the open extension of R..

B We obtain open similarity and open bisimilarity, subsets
OfUF,c(EXpo(r) x Expg()).

-

Two facts (proved later):

An Example Equivalence

PwP =P~P and P~P = C[P/v]~C[P'/V]

Declare
Mfl =
Ifx =

if elist(l) then nil else f hd(l) : M f (tl(l))
x:1f(fx)

Then
fro—ooxuokRIf(fX)=Mf(lIfx) :: [0]
— furo—-ooxuiokblf(fx)a°Mf(lfx) :[o]

< VF:io—0oP:o IF (FP)~q MF(IFP)

N

-

B The “fact” that for any context C € Exp,(v :: 0)

Where Now?

P~ P = C[P/v] =~ CI[P'/v]
is not easy to prove.
B The next few slides give a proof of this fact:
e Define a new relation;
e show the relation has the substitution property;

e prove intermediate lemmas relating new relation to
reductions and transitions;

show new relation equals (open) [bi]similarity.

/
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/ [Pre]Congruences \

Let R C Wr g(Expg () x Expy(T")). Then R is called a precongruence
if

PCrf Foranyl-E :: owehavel HFE R E:o.
PCtr Foranyl-E R E":candl"'+E’ R E”:cwehavel - E R E": 0.
PCwk Weakening of contexts.

PCsb For any relationships ' -E ® E":cand N, x :: o-T R T": 0’
we have FT[E/X] R T'[E'/x]: 0.
PCsy A congruence satisfies additionally

rN-ERE:c=T+E RE:0

- _/

67

4 N

MxoFx<g°E:o l-c<x°E:y
MxokFx<*E:o Fr-cx*Exy
MFE g By int THE; < Exint THE10pEa<®T iy

MFE1opExx*T iy

69

FINFF<°E 1
FrNFF"E 1

MFEL<*E1 020 THE<*Ey0 THEE<T:o

A2
F-Ei1E2<x°T o
I+ Ey <*E;p 3 bool
FI—E2<‘I§2 e
MM-Es<"Esu o
MHif EythenEselseE3<°T 11 0

MFif EythenEyelseE3<°*T :: o

- _/

71

/ Sketch Proofs \

These results follow by induction over the boxed judgments.
Hsb requires

FXxokFT<x°T 20 ATHE' 0=
Fr-TE /X x°T'[E//x] =0 1
(Exercise: use definition of open similarity).

Base induction step introducing variables: Suppose that
rx:okx<*T’": ¢ Then by definition I, x:oFx<x° T’ :: 0.
Hence by t

r-E'<°T'[E'/x o
\and by Htr and I' - E <* E’ :: 0 we are done. /
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The Howe Relation

B To prove similarity a precongruence, we adopt Howe’s
method.

B We inductively define [ - E <* E’ :: g, prove these form a
precongruence, and then show

IFEX*E' to0<=TFEX°E 0

\_
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Menilgx°E oy
FEnilx*E iy

MFE1x*E1 0 THExxExiifo] THE BT i [0]

MFE1:Exx®T o]

r’FE<*E:fo] MFOEx°T:o

[where O € { hd,tl, elist }]

MFFOEXT i [o]

\_

-

Some General Properties of Howe

Htr Forall[TFE <*E’ :: oland I - E’ <°E” :: 0 we have

r’FE<*E" :o.
Hrf Forall|[[ -E :: gjwehave ' HE °E :: o.

Hoh ForallTFE <°E’:: owehaveFE <*E’ :: 0.

Hsb Forall‘l’,x:cl—T <*'T'= 0"andr FE<*E’': o, we
have - T[E/X] x°* T'[E'/x] :: 0.

Note Hoh follows from Htr and Hrf.

N
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Induction step for applications: Informally!

[ TVFT < TATHFES E'=THFTEN " TE'M |

M+ TiE/v] g* Ta[E'/V]

rvETigh
I To[E V] 5° T2[E/ V]

M (TiT2)[E' V] <° (L TR)[E' V]

rvkT<x* T rvkTiTo < T/ T,

TVvETITx°T(T,

Htr = TI,vk(TiT)[E/V]<* (T/TJ)IE'/V]

N /
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Some Lemmas

TB If P ~ P’ then P ~ P'. Exercise: Check ~»UE(qg,, is a
bisimulation. (Follows from Results about Convergence and
Transitions.)

ST IfP < Q and P ~ P’ then P’ x Q. (Ditto!)

HT IfP <2 Q and P ~» P’ then P’ 5§ Q. Proof: induct over
transitions.

We illustrate informally one step in proof of HT, in case the
transition is F Py ~» Dg [P1/X].

/
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Similarity and Howe Coincide

INFE°E' t0«=T+EXE 0.
— follows from Hoh.

<= follows by showing that P <% Q = P < Q. This follows
(by coinduction) if we can show that

SEW{(PQ | P<:Q}

is a simulation. This follows from the lemmas, using
induction on transitions, and Howe properties.
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/Consider \

P1: P, i) P1 and

P1:P2 <5 Q
By definition of Howe,

(3R, e Prog) (R <5 P A PL:Pr 510 Q)
and then

PP st PLiPasi Q
hd‘ hd\ hd\

Pr <[y P1 <o Q@

Hsb: (Hrf: x:x/)

Similarity

So P; <!, Q' by Hitr.

\ [o]

/
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Bisimilarity is Generated from Similarity

B Bisimilarity is the equivalence relation generated from
similarity.

B This can be proved using the definitions. For example,
to show (left disjunct of)

P~P = (PP AP xP)

let S¥ { (P,P") € Prog | P~ P’} and verify itis a
simulation, hence contained in <.

We have R
F#GAG’F
F_\<(.54)U’FA P1<Gl51 FAIsl#G’Q
FPi<5Q
and thus
F =< F
@P; @ﬁl}
De[Pi/x] <*DelPi/x] < FPL < FP <
F[P1/X] F[P1/X] ! ! Q
Hsb TB

N /

Consider
PwP P 5E
PS¢
P=——P <5 Q
a P <5 Q HT
O(\ O(\ INDUCT
E————¢ E/
and & x5 &' v =& =T, also by induction.

4 N

Where Now?

B Note: A congruence is a relation preserved by
expression constructors (see previous slide) ...

B We can complete the proof of the coincidence of
bisimilarity and contextual equivalence.

B Before doing so, we remark that bisimilarity is the
equivalence relation generated by the similarity
preorder (used in the proof).

B And finally we look at another equivalence.

N /
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/ Open Similarity is a Precongruence & \

Open Bisimilarity is a Congruence

Exercise: open bisimilarity is the equivalence relation generated by
open similarity. Thus, properties of open (bi)similarity:

SBrf Reflexive because (bi)similarity is reflexive.
SBtr Transitive because(bi)similarity is transitive.
SBwk Weakening is immediate from the definitions.

SBsb The substitution property holds for Howe, hence(!) for open
(bi)similarity.

QBsy And open bisimilarity must be symmetric! j
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Open Similarity implies Contextual Preorder &

Open Bisimilarity implies Contextual Equivalence

\

We have

rNFE°E':0=TFE<E' :0o
Proof: Let I+ E <° E’ :: 0, and suppose C[E[P/]/v] {.. Then
by SBsb we have

@+ CIE[P/X]/v] <° CIE'[P/XI/V] :: @

By Results on Convergence and Transitions, convergence
“corresponds” to transitions, and hence C[E'[F/%]/V] .

\Exercise: Think about result for open bisimilarity.

/

4 N

By TB and previous result,
PwP =PagP =P=,P 1

Hence if P <g Q and P -5 &, then P ~*V 25 &, 50 Q ~* V/
for some V' using the empty context. Thus by t,

V=P A P<;Q A Q=V
and soV <gV’. We then show that there is &’
V-5HE A (E<eEVvE=E=T)

by a case analysis onV (and Q - £).

83

N /
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/ Another Equivalence
N = 0:MSN
Fn = n:F(n+1)
Sn = n+1

Then

87

Overview Part Il

B Here is a brief survey of a few references ...

82
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Contextual Preorder implies Open Similarity &

Contextual Equivalence implies Open Bisimilarity

We can show that
P<sQ=P=<s0Q

by showing that
sSEHL(RQ | P<oQ}

a

is a simulation. An immediate consequence is

r’FE<°E' o — r’FE<E' :o

Exercise: Think about result for open bisimilarity.
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@asev = Py : P,. Consider context \
K % if elist(v) then 0 else hd(nil)

Use K to show any two contextually equivalent list
expressions must either both be empty, or both be
non-empty.

Pi:P2 <q V' = Qi:Q2 Fromabove
hd\ hd\ Hence
Py Q1

and by 1, and definition of <[g with C’ o Clhd(Vv)/v],
P1 =g hd(P1 : P2) <g hd(Q1: Q2) =¢ Q1

N /
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FO+1+...41)~»0+1+4+...+1:FO+1+...+1
O0+1+ - +1 0+1+ . +1 (_+,+' l+,
I | 1+
LN N |
H,_/
|
tl
— FO+1+...+1)
i+1
MS(tI‘...ltI(N)) ~ S(hd(tl.'“ltl(N))) : MS(tI.T.tI(N))
i— i— I
hd
—)S(hd(tl....ltI(N)))
i
tl
—)MS(tI.T.tI(N))
|
\Exercise: Show heads bisimilar. j

-

[GA97] A calculus for cryptographic protocols: The spi calculus.

Suppose {D}« is data encrypted with a key K (ciphertext).

Suppose that (vc)P is any process P with private channel c.

The process t{{D}k) outputs {D}x onc. Then...

c{{D}k) ~c({D'})

Paper describes the spi calculus....

e Secrecy properties are captured by process equivalences.
Restricted channels do not reveal data:

(ve)(©(M) [ ¢(x)-F (x)) ~ (ve) (C(M) | ¢(x).F (X)) <= F (M) ~ F(M')

N /
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[GA98] A Bisimulation Method for Cryptographic Protocols

e Results based around the spi calculus.

e Refines “our notion” of bisimulation: matching actions
replaced by indistinguishable actions (privacy).

e Bisimulations relative to a set of names;

e and relations specifying that environments cannot
distinguish certain (encrypted) data.

e Gives examples of bisimulation equivalences.

_/

o
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TJ01] The Coalgebraic Class Specification Language CCSL

e Introduces Coalgebraic Class Specification Language
(CCSL).

e Allows the user to “specify coalgebras” ...

and associated bisimulations.

e The specifications are compiled into PVS or Isabelle.

e CCSL has been used to verify security properties.

[Gim95] Coinductive Types in Coq: An Experiment with the
Alternating Bit Protocol

e Develops a proof of the Alternating Bit Protocol within Coq.

o _/
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/[Gor95] Bisimilarity as a theory of functional programming \

e Tutorial on labelled transition semantics:detailed.
e Similar in flavour to these lectures, but ...
e covers theory to a greater depth.

e Many examples of equivalences via coinduction.
[Pit97] Operationally Based Theories of Program Equivalence

e Tutorial, with bisimilarity founded on “evaluation”.
e Two expressions are bisimilar if they evaluate to values, and

all “subexpressions” bisimilar.

e Explains “continuity” properties of fix.E by syntactic
methods.

o _/
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